Contents

Page
Introduction 1
Global Context of International Crime 3
Implications of a Changing World 3
Growing Global Reach of Organized Crime Groups 4
Greater Sophistication of Criminal Organizations 9
Insurgency and Extremist Group Involvement in 10
Organized Crime Activities
Corruption and the Political-Criminal Nexus 11
Institutional Shortcomings 13
International Crimes Affecting US Interests 15
Terrorism 15
Drug Trafficking 18
Alien Smuggling 22
Trafficking in Women and Children 25
Environmental Crimes 28
Sanctions Violations 31
Illicit Technology Transfers and Smuggling of 31
Materials for Weapons of Mass Destruction
Arms Trafficking 32
Trafficking in Precious Gems 33
Piracy 35
Nondrug Contraband Smuggling 36
Intellectual Property Rights (IPR) Violations 40
Foreign Economic Espionage 44
Foreign Corrupt Business Practices 44
Counterfeiting 45
Financial Fraud 47
High-Tech Crime 49
Money Laundering 52
Worldwide Areas of International Criminal Activity 57
Western Europe 57
Italian Organized Crime 61
Eastern and Central Europe 64
Russia, the Baltics, and the Newly Independent States 66
Russia 67
The Baltic States 71
Ukraine and Moldova 71




The Caucasus and Central Asia 72

Russian Organized Crime 72
The Balkans 77
Ethnic Albanian Crimina Groups 78
South Asia, Turkey, the Middle East, and Eastern 80
Mediterranean
Southeast Asia 85
China 87
Taiwan 94
Ethnic Chinese Criminal Networks 95
Japan 98
Japanese Yakuza 99
Africa 100
Nigerian Criminal Enterprises 104
South America 105
The Caribbean 109
Central America 111
Central American Alien Smuggling Networks 114
Mexico 115
United States 118

Consequences for US Strategic I nterests 123
The Prablem of Criminal Safehavens, Kleptocracies, and 124
Failed States

The Future of Internationa Crime 127




International Crime Threat
Assessment

Introduction

The rapid spread of international crime since the end
of the Cold War is unprecedented in scale, facilitated
by globalization and technological advances, and
poses a significant challenge to the United States and
democratic governments and free market economies
around the world. The President has identified interna-
tional crime as adirect and immediate threat to the
national security of the United States. To meet this
challenge, the Departments of Justice, State, and Trea-
sury—working closely with numerous federal agen-
cies—jointly developed a comprehensive national
strategy to fight international crime and reduce its
impact on Americans. The International Crime Con-
trol Strategy, which was released in May 1998, pro-
vides a dynamic action plan that serves as aroadmap
for acoordinated, effective, long-term attack on inter-
national crime. The Strategy’s eight overarching
goals, supported by implementing objectives, are as
follows:

« Extend the first line of defense beyond US borders.

Protect US borders by attacking smuggling and
smuggling-related crimes.

» Deny safehaven to international criminals.

Counter international financial crime.

* Prevent criminal exploitation of international trade.
 Respond to emerging international crime threats.

* Foster international cooperation and the rule of law.
* Optimize the full range of US efforts.

At the direction of the President and as part of the
International Crime Control Strategy, a US Govern-
ment interagency working group has prepared the

following comprehensive assessment of the threat
posed by international crimeto Americans and their
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communities, US businesses and financial institutions,
and globa security and stability. The assessment is
divided into five parts:

 Chapter | addresses the Global Context of I nterna-
tional Crime, identifying those factors—including
the implications of a changing world, the greater
sophistication of criminal organizations, and institu-
tional shortcomings elsewhere in the world—that
have contributed to the growing problem of interna-
tional crime.

Chapter Il provides a comprehensive overview of
specific International Crimes Affecting US I nter-
ests—including their effect on American lives and
livelihood, costs to US business interests at home
and abroad, and impact on US national security
interests around the world.

Chapter |11 addresses Worldwide Areas of Interna-
tional Criminal Activity, particularly as source
areas for specific crimes and bases of operations for
internationa criminal organizations. This section
includes an analysis of the driving factorsin differ-
ent countries and regions that allow criminal organi-
zations and international criminal activity to
flourish, as well as an assessment of the impact of
international criminal activity on stability in these
countries and regions, including threats to the
growth and nurturing of democratic and free market
systems. Finaly, this section discusses the charac-
teristics, criminal operations, and international pres-
ence of organized crime groups originating in these
countries or regions.

 Chapter 1V addresses the Consequences of Inter-
national Crimefor US Strategic I nterests, includ-
ing the ability to work cooperatively with foreign
governments and the problem of criminal safe-
havens, kleptocracies, and failed states.

 Chapter V offers a perspective on the Future of
International Crimeasit developsin the next 10
years.






Chapter |

Global Context of International
Crime

Implications of a Changing World

Law enforcement officials around the world have
reported a significant increase in the range and scope
of international criminal activity sincethe early 1990s.
The level and severity of this activity and the accom-

panying growth in the power and influence of interna-

tional criminal organizations have raised concerns

among governments all over the world—particularly
in Western democracies—about the threat criminals
pose to governability and stability in many countries

and to the global economy. International criminal net-
works have been quick to take advantage of the oppor-

tunities resulting from the revolutionary changesin
world palitics, business, technology, and communica-
tions that have strengthened democracy and free mar-
kets, brought the world's nations closer together, and
given the United States unprecedented security and

prosperity:
* Post-Cold War landscape. The end of the Cold War

resulted in the breakdown of political and economic

barriers not only in Europe but also around the

world. This change opened the way for substantially

increased trade, movement of people, and capital
flows between democracies and free market coun-
tries and the formerly closed societies and markets

that had been controlled by Soviet power. The end of

the Cold War also brought with it an end to super-
power rivalry in other regions of the world, encour-
aging movement toward peace and more open
borders. These devel opments have allowed interna-
tional criminals to expand their networks and
increase their cooperation in illicit activities and
financial transactions.

Economic and trade liberalization. Increasing eco-

nomic interdependence has both promoted and ben-

efited from reforms in many countries opening or
liberalizing state-controlled economies with the

intention of boosting trade and becoming more com-

petitive in the global marketplace. Criminals have
taken advantage of transitioning and more open
economies to establish front companies and
guasi-legitimate businesses that facilitate smug-
gling, money laundering, financial frauds, intellec-
tual property piracy, and other illicit ventures.
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Multilateral economic agreements reducing trade
barriersin North America, Europe, Asia, and other
regions of the world have substantially increased the
volume of international trade. In the United States,
the volume of trade has doubled since 1994, accord-
ing to the US Customs Service, and will double
again by 2005. Criminal groups have taken advan-
tage of the high volume of legitimate trade to smug-
gle drugs, arms, and other contraband across
national boundaries.

The advent of intermodal commercial shipping—
including standardized cargo containers, computer-
ized cargo tracking, and automated cargo-transfer
equi pment—enabl es shippers to securely and effi-
ciently transfer containers delivered by seato other
ships for onward shipment or to commercial railroads
and trucks for overland transportation. Criminals are
able to exploit the complexity of the intermodal sys-
tem to hide drugs or other contraband or to conceal the
true origin and ownership of cargo within which con-
traband is hidden.

 Technological advances. The last decade has pre-
sented revolutionary advances in information and
communications technologies that have brought the
world closer together. Modern telecommunications
and information systems that underpin legitimate
commercial activity in today’s fast-paced global
market are as easily used by crimina networks.
Commercialy available state-of-the-art communica-
tions equipment greatly facilitates international
criminal transactions—including making deals and
coordinating the large volume of illicit trade. In
addition to the reliability and swiftness of the com-
munications, this also affords criminals considerable
security from law enforcement operations. Accord-
ing to US law enforcement agencies, many interna-
tional crime groups and drug traffickers use a
combination of pirated and encrypted cellular
phones and bootleg or stolen phone cards that they
replace after short periods of use.



Through the use of computers, international criminals
have an unprecedented capability to obtain, process,
and protect information and sidestep law enforcement
investigations. They can use the interactive capabili-
ties of advanced computers and telecommunications
systems to plot marketing strategies for drugs and
other illicit commodities, to find the most efficient
routes and methods for smuggling and moving money
in the financial system, and to create false trails for
law enforcement or banking security. International
criminals al so take advantage of the speed and magni-
tude of financial transactions and the fact that there are
few safeguardsto prevent abuse of the system to move
large amounts of money without scrutiny. More threat-
eningly, some criminal organizations appear to be
adept at using technology for counterintelligence pur-
poses and for tracking law enforcement

activities.

* Globalization of business. The revolution in modern
telecommunications and information systems and
lowering of palitical and economic barriersthat have
so greatly quickened the pace, volume, and scope of
international commerce are daily being exploited by
criminal networks worldwide. International crimi-
nals are attracted to major global commercial and
banking centers where they take advantage of gate-
way seaports and airports, the high volume of inter-
national trade, the concentration of modern
telecommunications and information systems, and
the presence of major financial institutions. They
count on avoiding close scrutiny of their activities
because of the importance to businesses and govern-
ments of facilitating commercial and financia trans-
actions and rapid transshipment of products.

Explosion in international travel. With the
breaking down of international political and eco-
nomic barriers and the globalization of business,
there is more freedom of movement, and interna-
tional transportation of goods and servicesis easier.
The proliferation of air transportation connections
and easing of immigration and visarestrictionsin
many countries to promote international commerce,
especially within regional trade blocs, have also
facilitated criminal activity. In the past, more limited
travel options between countries and more stringent
border checks made crossing national boundaries

difficult for international criminals. Now, criminals
have a great many choices of travel routes and can
arrange itineraries to minimize risk. Border controls
within many regional economic blocs—such asthe
European Union—are often nonexistent.

In 1999, some 395 million people entered the United
States overland from Mexico and Canada, 76 million
people arrived on more than 928,000 commercial air-
line and private flights, and 9 million arrived by sea,
according to the US Customs Service. In addition, 135
million vehicles—including automobiles and com-
mercial trucks—crossed US borders with Mexico and
Canada, and more than 200,000 merchant and passen-
ger ships and other maritime vessels docked at US
seaports or US coastal harbors. US seaports handled
more than 4.4 million shipping containers and 400
million tons of cargo in 1999. US Customsis able to
inspect only about 3 percent of the goods entering the
United States, afigure that will drop to about 1 per-
cent in the next five years as the volume of trade con-
tinues to grow. This tremendous volume of traffic and
trade into the United States provides international
criminals tremendous opportunity to smuggle contra-
band—including drugs and counterfeit products—into
the country, aswell asto illegally export firearms, sto-
len vehicles, and other contraband overseas.

Growing Global Reach of Organized
Crime Groups

The phenomenon of international organized crimeis
not new. Italian, Chinese, and Nigerian criminal
groups, for example, have long had members or cells
in foreign countries and international connections to
obtain, distribute, or market contraband. In general,
however, their international criminal activities were
more limited in scope, and their foreign cells operated
mostly autonomously or performed afew specific
functions for the larger group. Border controls, the
slower pace of transportation and communication, and
the requirement to moveiillicit money in bulk cash
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General Characteristics Common to Organized
Crime Groups

Organized crime is defined by US|aw enforcement as
a“ continuing and self-per petuating criminal conspir-
acy, having an organized structure, fed by fear and
corruption, and motivated by greed.” Organized
crime groups often have a family or ethnic base, but
members usually identify more closely with the orga-
nization than they do with blood relatives. They typi-
cally maintain their position through the threat or use
of violence, corruption of public officials, graft, or
extortion. The widespread political, economic, social,
and technological changes occurring within the world
have allowed organized crime groups to become
increasingly active worldwide. The ability of orga-
nized crime groupsto adapt to these changes and their
use of improved transportation and communication
technology have hindered law enforcement efforts
against them.

Most organized crime groups have the following char-
acteristics in common:

« Seeking financial gain. A business must profit to
survive, and organized crime functions in much the
same way. Greed and the quest for profits probably
dictate more organized crime decisions than any
other single motive. It isthis consuming desire for
money, and the power that typically goes with it,
which drives and sustains organized crime.

Requiring member loyalty through ethnicity and
family considerations. Although not an absolute
mandate for every organized crime group, most
groups require their members to be of the same eth-
nic background. The purpose of this preference is

twofold. First, criminals generally believe they can
better trust those people they know, or know of,
thereby reducing the likelihood of law enforcement
infiltrating the group. Second, some of these groups
originated from the pursuit of a common goal or
scheme, whether economic, societal, or political.

* Pursuing corruption of government officials. Most
organized crime groups have been enormously suc-
cessful in their illegal ventures because they have
successfully corrupted those persons charged with
investigating and prosecuting them. In fact, some of
these groups have so thoroughly and utterly cor-
rupted those officials that it is no longer possible to
distinguish between the two.

» Hierarchical structure. Generally, organized crime
groups maintain a structure with defined leader ship-
subordinate roles, through which the group’s objec-
tives are achieved.

Criminal diversity. Typically, organized crime
groups engage in more than one type of crime.

Organizational maturity. In most cases organized
crime groups have some permanence and do not
depend on the continuing participation of one or a
few individuals for their existence.

Multijurisdictional activities. Usually, organized
crime groups operate or have influence over large
areas of a region, country, or countries.

were significant impedimentsto international criminal
activity. For many organized crime groups, their inter-
national criminal activities were more regional than
global. For those with a more worldwide presence,
their operations were mostly confined to countries
with alarge ethnic expatriate popul ation.

The dynamics of globalization, however, particularly
the reduction of barriers to movement of people,
goods, and financial transactions across borders, have
enabled international organized crime groups to



expand both their global reach and criminal business
interests. International organized crime groups are
able to operate increasingly outside traditional param-
eters, take quick advantage of new opportunities, and
move more readily into new geographic areas. The
major international organized crime groups have
become more global in their operations, while many
smaller and more local crime groups have expanded
beyond their country’s borders to become regional
crime threats.

Since the end of the Cold War, organized crime groups
from Russia, China, Italy, Nigeria, and Japan have
increased their international presence and worldwide
networks or have become involved in more transna-
tional criminal activities. Most of the world’'s major
international organized crime groups are present in the
United States.

Greater Sophistication of Criminal Organizations

International criminal networks—including traditional
organized crime groups and drug-trafficking organiza-
tions—have taken advantage of the dramatic changes
in technology, world politics, and the global economy
to become more sophisticated and flexible in their
operations. They have extensive worldwide networks
and infrastructure to support their criminal operations;
they are inherently flexible in their operations, adapt-
ing quickly to challenges from rivals and from law
enforcement; they have tremendous financial
resources to draw upon; and they are completely ruth-
less. Internationa criminals spare no expense to cor-
rupt government and law enforcement officialsin
foreign countries that serve as their bases of operation
or as critical avenuesfor transshipment of drugs, arms,
other contraband, illegal aliens, or trafficked women
and children. Organized crime groups routinely resort
to violence to advance and protect their interests.

* Organized crime groups remain ruthless in protect-
ing their interests from rivals and law enforcement
alike. Criminal violence—contract killings, vendetta
murders, kidnappings, bondage, even occasional
small-scale massacres—has increased with competi-
tion for illicit markets and resources, and it often has
spilled over into society at large.

Globalization has bred a more professional criminal
element. International criminals make use of the latest
commercial and technological developmentsto
expand and improve the efficiency of their operations,
and they have the financial resources to obtain what-
ever access, know-how, and technology they may need
or desire. Many criminal groups employ individuals
with specific expertiseto facilitate their operations. As
aresult, they are able to quickly identify and adapt to
market changes.

» Major drug smuggling and other international crimi-
nal groups use transportation specialists and legal
experts to research commercial flows and to learn
about tariff laws and administrative proceduresin
the world's major commercia ports. With such
information, they are able to exploit international
air, sea, and land shipping to move drugs, arms,
other contraband, illegal aliens, and even money
past customs and law enforcement.

International criminal organizations use financial
experts (some trained in the world’s best business
schools) to identify new money-laundering mecha-
nisms, to manage investments, and to establish
fronts that can be used as covers for smuggling and
fraud schemes. This has allowed criminal groups to
increasingly diversify their financial operationson a
global scale.

* Legal expertise is effectively used by international
criminals to protect themselves from investigations
and prosecutions. Lawyersin their pay have used
detailed knowledge of the law to manipulate the
judicia system and to influence law enforcement
legidation to protect criminal interestsin countries
around the world.

Globalization has enabled organized crime groups to
diversify their criminal activities. Colombian drug-
trafficking organizations, for example, are al'so
involved in counterfeiting; Nigerian and Asian crime
groups engage in alien smuggling; Russian and Asian
crime groups traffic women for worldwide sex indus-
tries; and Russian, Asian, Nigerian, and Italian crimi-
nal syndicates engage in sophisticated, high-tech



financial crimes. Many of the larger criminal organi-
zations have established business-like structures to
facilitate and provide cover for their operations,
including front companies, quasi-legitimate busi-
nesses, and investmentsin fully legitimate firms.

Much morethan in the past, criminal organizationsare
networking and cooperating with one another,
enabling them to merge expertise and to broaden the
scope of their activities. Rather than treat each other as
rivals, many criminal organizations are sharing infor-
mation, services, resources, and market access accord-
ing to the principle of comparative advantage. By
doing so, they can reduce their risks and costs and are
better able to exploit illicit criminal opportunities.
Although most cooperation between criminal organi-
zations so far has been largely tactical—such as col-
laborating in smuggling ventures, arranging illicit
financial transactions, or laundering money—the
potential for broader alliances to undertake more com-
plex criminal schemesin anincreasingly global econ-
omy issignificant. The willingness and capability of
large, well-established international organized crime
groups to move into new areas and devel op mutually
beneficial relationships with local criminal groupsis
unprecedented.

Insurgency and Extremist Group I nvolvement in
Organized CrimeActivities

One of the more significant developments since the
end of the Cold War has been the growing involve-
ment of insurgent, paramilitary, and extremist
groups—whose crimes are primarily against the
state—in criminal activities more associated with tra-
ditional organized crime groups and drug-trafficking
syndicates. Although various insurgent and extremist
groups had been involved in traditional criminal activ-
ities before, particularly the drug trade, their role typi-
cally was more a subsidiary one of extorting or
offering protection to drug trafficking and crime
groups operating in areas they controlled. Partnerships
that some of these insurgent or extremist groups had
with drug traffickers and other criminal organizations
were often fleeting, but sometimes longer-standing
symbiotic arrangements based on a coincidence of
interests. In either case, the relationship was often
strained and marked by mutual suspicion and wari-
ness. For example:

* In Peru from the late 1980s until the early 1990s, the
extremist Sendero Luminoso insurgents profited
from protecting cocafields and extorting drug traf-
fickers operating in the Andean region they con-
trolled.

* |n Western Europe, members of the terrorist Kurdis-
tan Workers' Party (PKK) in Turkey have engaged
in drug trafficking and other crimes to help finance
local operations.

Among the changes brought by the end of the Cold
War, however, was the loss of Soviet, Cuban, and
other Communist benefactors for many regional insur-
gencies and extremist groups. Unable to rely on aid
from state sponsors, many insurgent and extremist
groupswere forced to find alternative sources of funds
to remain militarily relevant, and involvement in drug
trafficking and other criminal activity became a prior-
ity as an independent source of revenue.

 |n Colombia, since the late 1980s, Marxist insur-
gents have not been able to rely on financial support
from Cuba and Russia. Some insurgent fronts of the
Revolutionary Armed Forces of Colombia (FARC)
and the Nationa Liberation Army (ELN) generate
substantia revenue by taxing and protecting coca
cultivation, cocaine processing, and drug shipments
in the areas they control. The US Government esti-
mates that the FARC may earn as much as half of its
revenue from involvement in the Colombian drug
trade.

 In Africa, both the National Union for the Totd
Independance of Angola (UNITA) in Angolaand
the Revolutionary United Front (RUF) in Sierra
L eone raise most of the revenue to pay the costs of
their insurgencies from mining and illegally export-
ing diamonds in the areas their forces control. For
UNITA, exploiting the diamond industry became
critical to its survival once Cuban and more limited
Soviet aid dried up by the early 1990s. The RUF's
principal externa supporter, neighboring Liberia,
receives payment in diamonds as the price for its
troop, logistics, and material support.
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Besides engaging in drug trafficking and other crimi-
nal activity to raise needed revenue, insurgent and
extremist groups have other motivations for involve-
ment. Among the most important is to advance their
political objectives by isolating the regions they con-
trol from the national economy. By so doing, they
deprive the government of the region’s economic pro-
ductivity—as is most notably the case with the dia-
mond mines held by the insurgentsin Angola and
Sierra Leone—and increase the dependence of the
local population on their control and authority. In
some cases—such as in the drug-producing regions of
Colombia, largely controlled by the FARC and right-
wing paramilitary forces—insurgent and extremist
groups support awidespread illegal economy or illicit
activity that is the primary source of income for the
local population.

With the substantial decline in state-sponsored sup-
port, many insurgencies and extremist groups reach
out to criminal networks to acquire arms and supplies
that cannot be obtained through more traditional or
legitimate channels. Unlikeinsurgent groups, criminal
groups are well-connected to outside gray arms mer-
chants, transportation coordinators, money launderers,
and other specialists who can provide the weapons
and other logistics support once given by state spon-
sors. Organized crime groups are also more likely than
armed illegal political, ideological, or religious move-
ments to have stables of corrupt contactsin customs,
immigration, and other law enforcement authoritiesto
facilitate the smuggling of weapons and other contra-
band to extremist and insurgent groups. Armed groups
are also turning to criminals to acquire high-technol-
ogy items, like encryption software or global position-
ing equipment, that are otherwise unobtainable.

For some insurgent groups involved in criminal activ-
ity, the activity itself may eventually become their pri-
mary motivation. In Burma, for example, ethnic-based
insurgent armies that were originally formed as
national liberation movements supported by Commu-
nist China have become drug-trafficking armies.
Particularly since Burma's military regime negotiated
cease-fire agreements that leave them alone, insurgent
armies like the United Wa State Army—the largest
producer of heroin and methamphetamine in South-
east Asia—are now engaged almost exclusively in the
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lucrative business of drug trafficking. They turned
increasingly to drug trafficking when China began
substantially reducing its support in the 1970s.

Corruption and the Palitical-Criminal Nexus

While organized crime groups and other criminal net-
works have become more sophisticated in their opera-
tions and capabilities, corruption remains an
indispensable tool of the criminal trade. Corruptionis
inherent to criminal activity; criminal groups corrupt
society, business, law enforcement, and government.
Beyond corrupting mid- and low-level law enforce-
ment personnel and government bureaucratsto turn a
blind eye or proactively facilitate their on-site criminal
activities, crime groups seek to corrupt high-level pol-
iticians and government officials for avariety of rea-
sons, including to:

 Gain high-level protection for themselves and
their activities. Implicit alliances with senior offi-
ciasin aposition to head off or limit policy or law
enforcement initiatives that could interfere with
their criminal activities allow crime groups to oper-
atein arelatively benign environment. In some cir-
cumstances, the relative power of their high-level
political protectors may be the most important factor
in how well or poorly a criminal group prospers.

» Gain insider information on national-level law
enforcement investigations. Access to senior offi-
ciasin aposition to authorize or influence investi-
gations and prosecutions provides major crime
figures with warning of governments’ attemptsto
target them, the potential to learn about the sources
and direction of investigations, and the possibility to
terminate or sidetrack investigations or to target a
rival criminal group instead.

» Gain insider information on national economic
planning. Unsavory businessmen and many
organized crime groups seek to invest in productive



business enterprises and to profit from economic
and infrastructure devel opment projects, both to use
as fronts for their criminal operations and to legiti-
mize their income and their role in society. Having
advanced knowledge of government plans for priva-
tization offerings or competitive bidding for devel-
opment projects, for example, gives them apotential
advantage over individuals and businesses without
criminal ties. In many cases, crimina groupstry to
use their high-level official connections to ensure
they win competitive bids.

Influence legislation or statutory regulationsthat
could affect their interests. High-level politicians
in league with crime figures could sidetrack or
weaken provisions in key legislation that would
threaten their safety, such as extradition, or push for
laws that would promote their interests—such as
their ability to launder money, make illicit financial
transactions, engage in illegal trade practices, or
move contraband products.

Criminal groups are most successful in corrupting
high-level politicians and government officialsin
countries that are their home base of operations.
Countries with policies that favor government subsi-
dies and foreign trade restrictions to protect domestic
industries, foreign exchange controls, and state con-
trol of utilities and natural resources are particularly
vulnerable to high-level corruption. Senior officials
who have authority to grant import or export permits,
fix import and export duties, determine preferential
exchange rates, decide on government-let contracts or
privatization offerings, or waive internal taxes are rou-
tinely targeted by criminal groups or may themselves
seek out ardationship with criminal interests. High-
level politicians and government officials enter into
corrupt aliances with criminal groups to:

 Avoid pressure and reprisalsfrom criminal
groups demanding favors. Paliticians and officials
who doubt the willingness or capability of their gov-
ernment to protect them from criminal threats are
most vulnerable to the combination of lucrative
bribe offers and intimidation.

» Usetheir public position or potential leverage for
financial payoffs from criminal groups. Officials
in aposition to decide or influence law enforcement
operations or investigations may demand bribes

either to preclude government interference in the
activities of criminal groupsor to help facilitate their
operations.

Exploit their public authority for personal profit
from illicit activities. High-level politicians and
officials profit by using their ability to influence
government economic decisions on behalf of crimi-
nal interests. For example, they may accept financial
kickbacks for awarding contracts to business enter-
prises controlled or influenced by crime figures.

» Gain personal or palitical favorsfrom criminal
associations. In some cases, senior politicians and
officials seek criminal associations to obtain funds
or assets that they can personally use for legitimate
investments or for their own involvement in quasi-
legitimate or illicit profitable business activities.
Criminal associations can also help them to launder
and hideillicit proceeds garnered through abuse of
their positions of authority. In other cases, they rely
on criminal groups for information that can discredit
political or bureaucratic rivals or to provide under-
the-table campaign financing.

Corruption on a grand scale weakens social, political,
and legal institutions and acts as a catalyst for further
criminal activity—including drug and contraband
smuggling, illegal migration, and the penetration of
criminal groups into the legitimate economy. Thisis
particularly true in countries that are making the diffi-
cult transition to market economies, where widespread
corruption degrades their ability to enforce the rule of
law.

In addition to undermining the political legitimacy of
the government, the consequences of corruption can
be severe for a country’s economic performance. Cor-
ruption reduces incentives for investment because
businessmen perceive whatever portion of an invest-
ment is claimed by corrupt officials as atax. Corrup-
tion disrupts the productive allocation of talent and
labor in society and distorts the composition of fiscal
expenditure, since corrupt officials make key eco-
nomic decisions that are often based on their own per-
sonal best interests, rather than those of the country.
High levels of corruption are also associated with
lower-quality public infrastructure projects and
services, because productive expenditures are cut to

12



A Global Forum on Fighting Corruption:
Safeguarding Integrity among Justice
and Security Officials

In February 1999, the United Sates hosted the first
global forum to fight corruption among government
officials responsible for upholding the rule of law.
Officialsfrom 90 countries participated and agreed on
adeclaration that calls on gover nments to adopt effec-
tive practices to promote integrity and fight corruption
among justice, security, and other public officials and
to assist each other in this regard through mutual
evaluation. As a result of thisinitiative, several
nations—such as Romania and South Africa—con-
vened their own regional conferences in the past year
to continue the work on a more local level. The Neth-
erlands, with help from the United States, will host a
follow-up global forum at the Hague in May 2001.
The Dutch anticipate officials from 135-to-140
countries will attend.

offset costly kickbacks or the firms involved are ineffi-
cient or incompetent. Finally, in countries that are
recipients of foreign assistance, the diversion of for-
eign aid flows from their intended projects by corrupt
official s reduces the effectiveness of international
donor efforts.

» Asaresult of foreign aid diversion, many donor
countries have focused increasingly on issues of
good governance. In some cases where corruption
has significantly eroded the ability of the recipient
country to use the aid as intended, international
donors have scaled back their assistance.

I nstitutional Shortcomings

The growth and spread of international crime have
also fed off the many institutional shortcomings of
countries around the world. Police and judicia sys-
tems in many countries are ill-prepared to combat
sophisticated criminal organizations because they lack
adequate resources, have limited investigative authori-
ties, or are plagued by corruption. Many countries
have outdated or nonexistent laws to address corrup-
tion, money laundering, financial and high-tech
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crimes, intellectual property piracy, corrupt business
practices, or immigration. Moreover, many govern-
ments have been slow to recognize the threat posed by
criminal activities and increasingly powerful orga-
nized crime groups. Criminals use these shortcom-
ings—and their tremendous resources to corrupt and
intimidate public officials and business leaders—to
find safehavens for themselves, their illicit operations,
and their tainted money.

» Countriesthat do not allow or limit extradition or
mutual legal assistance, do not recognize the rele-
vance of some US laws, or that have no legal statutes
to deal with some crimina activities are often ideal
sanctuaries for criminals seeking to evade justice in
the United States.

The resourcefulness of organized crime groups world-
wide in acquiring sophisticated technology is posing
unprecedented challenges for law enforcement and
security forces. Many law enforcement agenciesin
world regions hard hit by criminal activity are poorly
funded and equipped and are increasingly outmaneu-
vered by crime syndicates using state-of-the-art tech-
nology. Technological sophistication gives crime
groups more options to target or retaliate against the
police, judicial, or government officialsif law enforce-
ment pressure becomes too threatening to their opera-
tions.

 Law enforcement and security agenciesincreasingly
may need to treat the security apparatus of sophisti-
cated international criminal organizations the same
as hostile intelligence services.

Finally, while globalization has allowed international
criminals to operate virtually without regard to bor-
ders, governments and law enforcement agencies
remain limited by national boundaries. National sov-
ereignty concerns and jurisdictional restrictions are
impediments to targeting criminal activities that cross
international boundaries. Unlike criminals, govern-
ments and law enforcement agencies must respect
other nations' sovereignty and legal statutesin law
enforcement operations.
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This graphic depiction of how international crimes affect US interests should not be
interpreted as suggesting any level of threat magnitude; crimes intersecting all three
circles of threats to US interests are not necessarily a greater threat than those

intersecting two or only one.
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Chapter I1

I nternational Crimes Affecting
USInterests

The threat to the United States from international
crime continues to grow as criminals exploit the glo-
balization of trade and finance and rapid changesin
technology. These developments have helped create
new mechanisms for trafficking contraband, conduct-
ing illicit trade, laundering money, and engaging in
large-scale economic crimes. They have also opened
the door to new criminal opportunities. While orga-
nized crime groups have greatly benefited from these
developments, the pace of globalization and techno-
logical advancements also have inadvertently resulted
in some legitimate businesses becoming engaged in
economic criminal activity.

The President’s International Crime Control Strategy
states that international crime threatens vital US inter-
estsin three broad, interrelated categories:

» Threatsto Americans and their communities,
which affect the lives, livelihood, and social welfare
of UScitizensliving in the United States and
abroad.

Threatsto American businesses and financial
institutions, which affect US trade, the competitive-
ness of US products, and the US interest in a stable
worldwide financial system.

Threatsto global security and stability, which
affect the broader US national security interest in
promoting regional peace and democratic and free
market systems, particularly in regions where out-
law regimes aspire to devel op weapons of mass
destruction or where US forces may be deployed.

This chapter addresses the major international crimes
identified as athreat to US interests in the Interna-
tional Crime Control Strategy, including their impact
and costs to American citizens, businesses, or national
security interests. This survey does not address them
inany priority order indicating severity of threat to US
interests.

* International terrorism and drug trafficking most
directly threaten American lives and property. These
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international crimes are addressed in greater detail
in the State Department’s annual Patterns of Global
Terrorismand International Narcotics Control Strat-
egy Reports and the administration’s annual
National Drug Control Strategy.

Illegal immigration, worldwide trafficking of
women and children, and environmental crimes may
pose direct threats to safety, health, stability, values,
and other interests of American communities—as
well as to the entire world community of which the
United Statesis aleading member.

Theillicit transfer or trafficking of products across
international borders—including theviolation of US
or international sanctions, illicit transfer and smug-
gling of materials for weapons of mass destruction,
arms trafficking, and trafficking in diamonds and
other precious gems—undermines US national secu-
rity objectives of isolating pariah regimes and pro-
moting regional stability.

Economic trade crimes such as piracy, the smug-
gling of contraband, the violation of intellectual
property rights (IPR) through product piracy and
counterfeiting, industrial theft and economic espio-
nage, and foreign corrupt business practices rob US
companies of substantial commercial revenues and
affect their competitiveness in world markets.

Financial crimes such as counterfeiting US currency
and other monetary instruments, sophisticated fraud
schemes directed at both individual s and busi nesses,
high-tech computer crimes targeting businesses and
financial institutions, and money laundering cause
significant financial lossesto American citizens and
companies at home and overseas and contribute to
instability in the international financial system.

Terrorism
Many international terrorist groups continueto seeUS

interests as prime targets. Terrorists continue to dem-
onstrate their operational ability to strike at a broad



Anti-US Terrorist Incidents, 1990-2000
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array of targets using both crude and sophisticated
methods. The 1993 World Trade Center bombing in
New York City; the 1995 and 1996 bombings in Saudi
Arabia; the 1997 massacre of Western touristsin
Luxor, Egypt; the 1998 bombings of US Embassiesin
Kenya and Tanzania; and the October 2000 suicide
attack on the USS Cole in Yemen highlight the inter-
national terrorist threat posed to American lives and
property, at home and abroad.

* In 1999, there were 169 terrorist attacks against US
targets worldwide, a 52 percent increase from 1998,
when there were 111 anti-US terrorist attacks—
including the bombing of US Embassies in Nairobi,
Kenya, and Dar es Salaam, Tanzania.

Theterrorist threat to US citizens and national
security interests comes principally from organized
groups with political, ethnic, or religious agendasin
their countries, state sponsors of terrorist organiza-
tions, and transnational groups with broader goals.

Traditional, established terrorist organizations—some
backed by state sponsors such as Iran, Irag, Syria,
Libya, Sudan, North Korea, and Cuba—remain a dan-
gerous threat. Iran, which still considers terrorism a
legitimate foreign policy tool, maintains a terrorist
infrastructure and ties to Islamic extremists and Pales-
tinian groups that give it aworldwide terrorist capabil-

ity.

Islamic terrorist groups with vague international agen-
das have become a growing threat in recent years.
These groups are sometimes loosely organized, draw
their membership from communitiesin several differ-
ent countries, and obtain support from an informal
international network of like-minded extremists rather
than from state sponsors of terrorism. Many of these
terrorists met while fighting against the Sovietsin
Afghanistan or have since received military and
explosives training there.
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Total Persons Hilled Worldwide in International Terrorist
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» The group led by Ramzi Yousef, the convicted mas-
termind of the World Trade Center bombing, and the
network maintained by Afghanistan-based terrorist
Usama Bin Laden are prime examples of this evolu-
tion in the international terrorist threat.

« Algerian national Ahmed Ressam, who was arrested
in Port Angeles, Washington, attempting to smuggle
bombmaking material into the United States from
Canada, was associated with an extremist group
based in Algeriathat hasties to Bin Ladin’s organi-
zation.

The international political and economic changes that
drug-trafficking and organized crime groups are
exploiting to facilitate their activities are enhancing
the ability of terrorist groups to operate worldwide.
International terrorist groups are particularly adept at
exploiting the advantages of more open borders and
the globalization of international commerce to move
people, money, and material across national borders.
Like drug trafficking and other criminal organizations,
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terrorist groups are becoming more sophisticated in
the use of computer technology that enhances their
communications and logistic networks.

Although terrorist groups and criminal organizations
have similar requirements for moving people, money,
and material acrossinternational borders, traditionally
there has been minimal cooperation between them.
Terrorist groups maintain their own clandestine net-
works and typically control all aspects of their opera-
tions to minimize the risk of exposure. Thereisthe
potential, however, for cooperation between transna-
tional terrorist groups and criminal organizations.

» Someterrorist groupsthat lack asingle state sponsor
may use criminal activities to help finance their
operations.

» Some terrorist groups look to organized crime
groups to assist them in acquiring more sophisti-
cated weapons or materials.



Drug Trafficking

The worldwideillicit drug industry is one of the great-
est threatsto social stability and welfare in the United
States. In addition to the terrible human cost of addic-
tion and associated health concerns—including HIV
and AIDS—endured by users of illicit narcotics, drug
abuse has a significant impact on the social fabric that
affects all Americans. Drug abuse undermines family
cohesion and has aterrible daily and often lifelong
effect on the lives of children across the country.

* Results from the most recent National Household
Survey on Drug Abuse indicated that 14.8 million
Americans—about 6.7 percent of the population 12
years or older—were current users of illicit drugs,
having used them within the previous 30 days.

* In 1999, according to a study sponsored by the
Office of Nationa Drug Control Policy (ONDCP),
there were about 3.3 million hard-core users of
cocaine and 977,000 hard-core heroin usersin the
United States.

» ONDCP estimates there were 52,600 drug-related
deaths in 1995, including 14,200 who died directly
from drug consumption. This was the only year for
which this estimate, derived from a methodol ogy
that incorporates deaths from other drug-related
causes, was made.

» Medical examiners from 42 metropolitan areasin
the United States reported more than 10,000 direct
drug abuse deaths in 1998, the latest year for which
figures are available, according to a survey con-
ducted by the Drug Abuse Warning Network.

Drug-related causes accounted for about 33 percent
of new AIDS cases for men and 42 percent of new
AIDS cases for women in the United Statesin 1998,
according to data from the Centers of Disease Con-
trol and Prevention.

The economic costs of drug abuse to US citizens and
society are substantial. These include significant per-
sonal spending of disposable income on illegal drugs;
costs associated with medical care and drug rehabilita-
tion programsfor drug abusers; lost productivity inthe
workplace; and spending required by federal, state,
and local law enforcement agencies and judicial and
pena systems to deal with drug-related crimes.

In 1999, Americans spent $63 billion on illegal
drugs, according to a study sponsored by ONDCP.

The estimated total costs of drug abusein the United
States—including health care and lost productiv-
ity—were $110 billion in 1995, the latest year for
which data are available, according to the US
National Institute for Drug Abuse (NIDA). Nearly
$12 billion of that was for health-care costs and
medical consequences.

US Department of Labor studies have shown that
drug users are less dependabl e than other workers;
they are twice as likely as nonusers to take unex-
cused absences fromwork, are nearly twice aslikely
to switch jobs, and are more than three times as
likely to be terminated.

More than 8.3 million Americansin the work force
age 18 and older used illicit drugs in 1998, accord-
ing to the National Household Survey on Drug
Abuse; 6.4 percent of full-time workers and 7.4 per-
cent of part-time workers reported current illicit use
in the survey.

Drug useis estimated to cost $77 billion ayear in
decreased productivity and lost earnings in the
United States, according to a 1998 report by NIDA.

Drug abuse also leads to antisocia behavior and pro-
motes disrespect for laws and institutions. The drug
trade brings with it high levels of street crime and vio-
lence by addicts needing to pay for drugs and by drug
groups fighting for turf. There is a strong correlation
between drug abuse and crime.

More than two-thirds of the adult males arrested for
crimes tested positive for at least one drug in 1998,
according to the Arrestee Drug Abuse Monitoring
Program sponsored by the National Institute of Jus-
tice.

In 1995, the latest year for which data are available,
almost 225,000 people were incarcerated in state
prisons and nearly 52,000 in federal prisonsfor drug
offenses. About 60 percent of the federal prison pop-
ulation was incarcerated for drug-related crimes.
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€stimated US Hard-Core User Population for Heroin and

Cocaine, 1988-98
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9Hard-core users are defined as those who used heroin at least 10 times in the previous month.
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bHard-core users are defined as those who used cocaine at least one or two days a week every
week during the year.

Estimates are from a 1999 report sponsored by the US Office of National Drug
Control Policy.
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US Customs Seizures of MDMA (€cstasy), 1997-2000
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[licit Drug Production

The most dangerous drugs of abuse in the United
States—cocaine, heroin, MDMA (also known as
ecstasy), and much of the methamphetamine—are
smuggled into the country by international criminal
organi zations from source countriesin Latin America,
Asia, and—for MDMA—Europe. Cocaine consump-
tion in the United States, the world's most important
and largest market, has declined somewhat sinceits
peak in the late 1980s, but has remained relatively sta-
blefor most of the last decade. Cocaineis produced in
the South American Andean countries of Colombia,
Peru, and Bolivia; Colombia is the source of an esti-
mated 90 percent of the cocaine supply in the US mar-
ket.

* In 1999, the United States seized some 73 metric
tons of cocaine at its borders, according to the US
Customs Service.

Fueled by high-purity, low-cost heroin introduced into
the US market by Southeast Asian and Colombian
traffickers, heroin use in the United States increased
significantly in the early-to-mid 1990s and has leveled
off in recent years. The purity of heroin currently
available in the United States is higher than ever.
Southwest Asia's “Golden Crescent” (Afghanistan
and Pakistan) and Southeast Asia’s “Golden Triangl€”
(Burma, Laos, and Thailand) are the world's major
sources of heroin for the international market, but
Colombiaisthe largest source of supply for the US
heroin market and Mexico the second largest. Colom-
bia and Mexico account for about 75 percent of the
US heroin market, with heroin from Southeast Asia
making up most of the remainder.

» About 875 kilograms of heroin were seized at US

ports-of-entry in 1999, according to US Customs
Service data.
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The use of synthetic drugs in the United States, many
of which come from abroad, has become a more sig-
nificant problem over thelast decade. Beginning inthe
1990s, there has been a dramatic surge in the world-
wide production and consumption of synthetic
drugs—particularly amphetamine-type stimulants,
including methamphetamine and ecstasy.

» The majority of methamphetamine available in the
US market is produced by Mexican traffickers oper-
ating in the United States or in Mexico; the US Drug
Enforcement Administration (DEA) estimates that
Mexican trafficking groups control 70 to 90 percent
of the US methamphetamine supply. There has been
asignificant increase in methamphetamine produc-
tion in Southeast Asiain recent years. Although lit-
tle has found its way to the US market from
Southeast Asia, increasing quantities of “ Thai Tabs’
have been seized in the western United States.

» Most of the ecstasy in the US market is produced in
the Netherlands. Amsterdam, Brussels, Frankfurt,
and Paris are major European hubs for transshipping
ecstasy to foreign markets, including the United
States. US law enforcement reporting indicates that
the Dominican Republic, Suriname, and Curacao are
used as transshipment points for US-bound ecstasy
from Europe and that Mexican and South American
traffickers are becoming involved in the ecstasy
trade. In FY 1999, according to the US Customs
Service, 3.5 million ecstasy tablets were seized
being smuggled into the United States—a sevenfold
increase over the 400,000 tablets seized in 1997. For
FY 2000, more than 9.3 million tablets were seized.

Marijuana remains the most widely used and readily
availableillicit drug in the United States. It isthe gate-
way drug for nearly all users of more dangerousillicit
drugs. While most of the marijuana consumed in the
United Statesisfrom domestic sources, including both
outdoor and indoor cannabis cultivation in every state,
asignificant share of the US market is met by mari-
juana grown in Mexico, with lesser amounts coming
from Jamaica, Colombia, and Canada. Very little of
the cannabis grown in other major producers—includ-
ing Morocco, Lebanon, Afghanistan, Thailand, and
Cambodia—comes to the United States.
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* In 1999, some 536 metric tons of marijuanawere
seized entering the United States, most of which
came from Mexico.

Drug-Trafficking Networks

International drug-trafficking organizations have
extensive networks of suppliers and front companies
and businesses to facilitate narcotics smuggling and
laundering of illicit proceeds. Colombian and Mexi-
can trafficking organizations dominate the drug trade
in the Western Hemisphere. Colombia supplies most
of the cocaine and contributes the largest share of her-
oin to the US market, and Mexico isthe major avenue
for cocaine trafficking into the United States aswell as
amajor supplier of heroin, marijuana, and metham-
phetamine. In the Asian source regions, heroin pro-
duction is dominated by large trafficking
organizations, but the trafficking networks smuggling
heroin from Asia are more diffuse. Asian heroin ship-
ments typically change hands among criminal organi-
zations as the drug is smuggled to marketsin the
United States and elsewhere.

Theevolution of theinternational drug trade in the last
decade has included greater involvement by agrowing
number of players and more worldwide trafficking of
synthetic drugs. Criminal organizations whaose princi-
pal activities focus more on traditional contraband
smuggling, racketeering enterprises, and fraud
schemes have become increasingly involved in inter-
national drug trafficking. Although they generally are
not narcotics producers themselves, many organized
crime groups—including those from Russia, China,
Italy, and Albania—have cultivated and expanded ties
to drug-trafficking organizations to obtain cocaine,
heroin, and synthetic drugs for their own distribution
markets and trafficking networks. Traffickers from
many countries increasingly are eschewing traditional
preferences for criminal partnerships with single eth-
nic groups and collaborating in the purchase, transpor-
tation, and distribution of illegal drugs. Nontraditional
trafficking groups—including rebel armies and
extremist organizations—have also turned to the drug
trade as a means of raising revenue.



Taking advantage of more open borders and modern
telecommuni cations technology, international drug-
trafficking organizations are sophisticated and flexible
in their operations. They adapt quickly to law enforce-
ment pressures by finding new methods for smuggling
drugs, new transshipment routes, and new mecha-
nisms to launder money. In many of the major
cocaine- and heroin-producing and transit countries,
drug traffickers have acquired significant power and
wealth through the use of violence, intimidation, and
payoffs of corrupt officials. They are ruthlessin pro-
tecting their operations, threatening and sometimes
resorting to violence against US law enforcement
officers and Americans working and living in drug-
producing and transit countries.

Global Implications

The consequences of drug abuse and trafficking are
also amagjor challenge to countries worldwide, and
they have become serious enough in recent years to
affect regional stability. Countriesthat today are major
narcotics producing or transit areas have significant
drug addiction problems that grew with their involve-
ment in the drug trade. In some countries, large seg-
ments of the population are stricken by AIDS,
undermining economic growth and future prospects.
The social, economic, and political stresses these
problems cause are felt across national borders, con-
tributing to regional economic problems and political
tensions.

Alien Smuggling

Alien smuggling groups traffic in “human cargo,”
criminally orchestrating the movement of undocu-
mented or fraudulently documented foreign nationals
to the United States and other prosperous countriesin
often cramped, unhealthy, and dangerous conditions.
Countries under economic or demographic stress—
particularly China, India, and Pakistan in Asia, and
Mexico, Caribbean island nations, and Central Ameri-
can states in the Western Hemisphere—are the major
sources of illegal migrants seeking new homes and
livelihoods in the United States and Canada. While
most illegal migrants come for economic reasons,
some are criminals and associates of extremist groups.
Oncein their destination country, illegal immigrants
disappear into ethnic communities to find work and
avoid the authorities.

The US Immigration and Naturalization Service (INS)
estimated in 1996 that there were about 5 million
undocumented aliensillegally in the United States,
representing about 2 percent of the total US popula-
tion. More than half of theillegal immigrantsin the
United States—some 2.7 million—are Mexican
nationa's; another 700,000 came from Central Amer-
ica. Most illegal aiens entered the United States with-
out passing through immigration controls. The
remainder—about 40 percent—overstayed their visas.
Nearly 80 percent of foreign nationalsillegally living
or working in the United States are concentrated in
five states; California, Texas, New York, Florida, and
Illinois. Forty percent live in California alone.

» The US Government estimates that 500,000 illegal
migrants are brought into the United States annually
by organized alien smuggling networks; another
estimated half-million enter without the assistance
of alien smugglers. Most illegal migrants enter the
United States overland from Mexico or Canada.

« According to US Government estimates, some
500,000 to 600,000 illegal migrants who entered the
United Statesin 1999 were Mexican nationals, and
another 225,000 were Central American nationals.

« Chinese smugglers, known as snakeheads, often
move aliens into the United States by maritime ves-
sels, including offshore transfers of migrants, but
also transit South and Central America, Mexico, and
Canada. The US Government estimates that 30,000
to 40,000 Chinese were smuggled into the United
Statesin 1999.

Alien smuggling contributes to the broader problem of
increasing numbers of foreign nationalsillegaly resi-
dent in the United States, aswell asin other relatively
prosperous countries, who are straining social and
economic resources and contributing to rising crime
and anti-immigrant sentiment. lllegal aliens under-
mine wages and working conditions for legal employ-
ees, increasing the potential health and saf ety risksto
the work force. lllegal immigration also increases the
burden and cost of some government social programs.
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Indications of links connecting some alien smuggling
to drug trafficking, terrorist or extremist political orga-

nizations, and other organized crime groups are a
major cause for concern. Persistent—but largely

unverified—reporting from a variety of sources sug-

gests that drug shipments are sometimes collocated

withillegal aliensin transit to the United States. Some
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primarily drug-trafficking groups are believed to
include or work with alien smugglers. Many ethnic-
based criminal organizations—particularly Nigerian,
Chinese, and Russian crime groups—employ illegal
aliens smuggled into the country to undertake higher-
risk criminal activities. Terrorists and members of
extremist organizations seeking to enter the United



States and wanting to avoid detection at ports-of-entry
sometimes use the services of aien smuggling net-
works, including document forging services.

* Several of the conspirators in the 1993 World Trade
Center bombing entered the United States with false
documents.

Alien smuggling also raises serious human rights con-
cerns. Most illegal migrants come to the United States
willingly in search of abetter livelihood and higher
standard of living, and they pay alien smugglers high
prices for that opportunity. However, because they
lack legal status and rights, they are often abused en
route and once they reach their destinations. Some
illegal migrants diein transit from cramped,
unhealthy, and unsafe conditions or from abusive
treatment by their handlers. Once in the United States,
most illegal alienswork in menial jobs with few bene-
fits, and their status puts them very often at the mercy
of exploitative employers. To pay off large debts to
their smugglers, many illegal immigrants wind up
working in unregulated and untaxed industries. Some
alien smuggling evolves into trafficking situations
where the illegal migrants are forced by their smug-
glersinto other crimes or virtual slavery to pay off
their debts.

» To avoid US law enforcement authorities, it is not
uncommon for smugglersto abandon their clientsin
the desert without food or water, or to toss them in
frigid waters. On Chinese alien smuggling vesselsin
1999, a number of migrants were beaten by smug-
glers until they lost consciousness, according to the
US Coast Guard. Smugglers also coerced female
migrants into sex by withholding food or otherwise

1 The US Government and two different UN protocols make a dis-
tinction between alien smuggling—in which foreign individuals
willingly contract to be smuggled into a country by persons who
gainfinancial or other material personal benefit from procuring the
illegal entry—and trafficking in persons, in which individuals
(particularly women and children) are recruited or transported, by
means of fraud, deception, coercion, abduction, or the abuse of
power, for purposes of exploitation, including sexual exploitation,
forced labor or services, or avery. Oftenillegal alienswho are
voluntarily smuggled into the United States are thereafter forced
into virtual slavery in unregulated industries by their smugglers.
US law prohibits forced labor regardless of the victim's initial con-
sent to work; an undocumented person who is brought into the
United States and maintained in service of another by force or
coercion istreated by law and policy as atrafficked person, not
merely anillegal alien.

making the journey miserable for noncompliant
females.

In the last two years there have been several major
incidents involving would-be illegal Chinese immi-
grants found dead inside cargo containers, including
threein Seattle in January 2000 and 58 in Britain in
June 2000.

Alien Smuggling Networks

Illegal migration facilitated by organized alien smug-
gling networksis on the rise. The easing of national
border controls worldwide, growth of commercial
travel options, availability of technology that can be
readily adapted to forge identification and travel docu-
ments, and the rising sophistication of global criminal
networks are key factors contributing to this develop-
ment. The vast pool of potential migrants seeking eco-
nomic opportunity in the United States and other
developed countries, diminished opportunities for
legal migration as the world’'s more prosperous coun-
tries seek to reduce immigration, and increased border
enforcement and interdiction of illegal migrants have
translated into substantial profits for alien smuggling
groups.

» The UN estimates that migrant smuggling world-
wide involves 4 million people and $7 billion annu-
ally, according to areport in December 1997.

Besides being a profitable crimina business, smug-
glingillega immigrantsis less risky than trafficking
in other illicit contraband, such as drugs. Only a hand-
ful of source and transit countries have enacted crimi-
nal statutes against alien smuggling, and virtually no
ethnic group stigmatizes the practice. Most govern-
ments—including thosein Central America, aprimary
conduit for smuggling illegal migrantsinto the United
States—are lax toward alien smuggling because they
view it largely as a US problem and perceive higher
bilateral priorities with Washington.

Alien smuggling thrives in corrupt environments, and
bribery undermines effective enforcement against ille-
gal border crossings and fal se documentation where
corruption is less endemic. The ready availability of
means to counterfeit and forge travel documents also
minimizes the risks for traffickers in “human cargo.”

24



The networksinvolved in alien smuggling are highly
efficient movers of people across national frontiers.
Unlike other international criminal organizations,
some of which smuggleillegal aliens as an adjunct to
other criminal activities, alien smuggling groups typi-
cally areless hierarchical and more characterized by
loose networks of associates to facilitate the move-
ment of illegal migrants across regions and continents.
These networks typically include local agents who
recruit people interested in illegal immigration to the
United States and elsewhere and bring them together
for departure; travel processors who arrange for iden-
tification and any necessary travel documents; and
international “brokers’ along the way who facilitate
intermediate passages and make arrangements for
arrival at final destinations. The widespread dispersion
of associates gives alien smuggling groups the flexi-
bility to quickly and easily shift routes or call upon
different operativesif law enforcement or other condi-
tions disrupt their operations. The fact that groups of
illega aliens are typically handed from smuggler to
smuggler during portions of their journey makesit dif-
ficult to target and disrupt alien smuggling networks.

Central America has emerged as the primary gateway
for US-bound illegal migrantsfrom all over the world.
Scores of loosely linked networks that span the region
and extend into Asiafacilitate their movement. These
networks include an abundance of smugglers and
escorts, fraudulent document vendors, safehouse
keepers, corrupt airline and bus company employees,
and corrupt officials. Whileillegal migrants from
China and elsewhere outside the Western Hemisphere
have handlers for all stages of their journey through
Central America, many Central American migrants do
not enlist the services of a smuggler until they inde-
pendently reach Mexico. Many illegal migrants caught
in Central America are deported to the country from
which they most recently arrived, which is usually
another country in the region or hemisphere, because
they travel without documentsindicating their country
of origin. From there, they usually resume traveling
northward.

Although many alien smuggling groups are highly
specialized, the growing profitability of this criminal
business has increased the involvement of larger poly-
crime syndicates. Some groups have engaged in mov-
ing both drugs and people, although not necessarily at
the same time.
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» The Chinese Fuk Ching Gang, for example, has
engaged in large-scale smuggling of illegal immi-
grants by sea. This group was reportedly responsible
for organizing the voyage of the Golden Venture,
which ran aground off New York City in 1993 with
hundreds of illegal Chinese aliens from Fujian Prov-
ince aboard.

Trafficking in Women and Children

Trafficking in human beings, especially women and
children, across international borders for sexual
exploitation and forced labor is an increasing crime
problem as well as a grave violation of human rights.
People caught in human trafficking rings are placed in
situations of abuse and exploitation—including
enforced prostitution, sexual slavery, sweatshop labor,
domestic servitude or other forms of coerced |abor,
service, or subjugation—that subject them to the
threat of violence, rape, battery, and extreme cruelty.

» The US Government estimated in 1997 that 700,000
women and children were moved across interna-
tional borders by trafficking rings each year. Some
nongovernmental organi zations estimate the number
to be significantly higher.

 The worldwide brothel industry earns at least $4 bil-
lion from trafficking victims, according to US Gov-
ernment estimates.

Some 45,000 to 50,000 women and children were traf-
ficked to the United States, according to US Govern-
ment estimates for 1997, about 6 to 7 percent of the
worldwide total. Most are from Southeast Asia and
Latin America. There have also been afew cases
where American women have been trafficked abroad.
USinternational airportsin New York, Miami, Chi-
cago, Los Angeles, and San Francisco are major entry
points for traffickers bringing women and children
into the United States. Greater Customs and Immigra-
tion scrutiny at these airports have caused the District
of Columbia, Cleveland, Orlando, Atlanta, and



Global Trafficking in Women and Children:
Major Source Regions and Destinations
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Boundary representation is
not necessarily authoritative.

Numerical estimates include intraregional trafficking but exclude intracountry trafficking.

For the purpose of these estimates, children are defined as females younger than 18 years old. This
segment of the trafficking—mostly for prostitution—accounts for approximately 30 percent of the total,
according to various reports. Males under 18 years old account for a very small
fraction—approximately 2 percent—of the trafficking, mainly for slavery.




Houston to emerge as significant ports-of-entry for
victims of trafficking rings. Like alien smuggling in
general, trafficking in women and children helps build
criminal support structures in the United States.

« Trafficking to the United States violates US crimi-
nal, immigration, and labor laws, as well asthe Vic-
tims of Trafficking and Violence Protection Act.
Trafficking also usually involves conspiracy and
visa, mail, and wire fraud. The gross, systematic
violation of human rights, which often includes kid-
napping, extortion, and enslavement, is also aviola-
tion of US laws.

* In 1997, Florida police arrested a brothel operator
who smuggled Mexican women and underage chil-
dren into the United States and forced them to work
as prostitutes to pay off their $2,000 smuggle fee.

The dramatic rise in cross-border crimes against chil-
dren is agrowing concern. US law enforcement agen-
cies also report an increase in international sex
tourism in which adults—including US citizens—
travel to foreign countries to have sex with children.

* Typically, the children—some not yet teenagers—
are victims of trafficking, having been sold by their
families or kidnapped and forced into bondage.

Trafficking Networks

Traffickers of women and children, much like narcot-
ics traffickers, operate boldly across sovereign bor-
ders. They prey on women from countries where
economic and employment prospects are bleak, orga-
nized crime is rampant, and females have a subordi-
nate role in society. Often these women are tricked
into leaving their countries by false promises of a bet-
ter economic life abroad; traffickers lure victims with
false advertisements and promises of jobs as models,
dancers, waitresses, and maids. Once the women are
abroad, traffickers use avariety of coercive meansto
sell and enslave them. In other instances, traffickers
buy young girls from their relatives. The UN Commis-
sion on Crime Prevention and Criminal Justice has
reported a dramatic increase in the abduction of
children for commercial purposes by organized crime
syndicates.
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« According to the US Government, an estimated
225,000 women and children from Southeast Asia
were trafficked across international bordersin 1997,
accounting for nearly one-third of the worldwide
total. Nearly half are younger than 18, and most—60
percent—are trafficked within the East Asia-Pacific
region, primarily to wealthier markets such as Thai-
land, Hong Kong, Singapore, Japan, and Australia.
An estimated 30,000 women from Southeast Asia
were trafficked to the US market in 1997, about two-
thirds of thetotal trafficking victims brought into the
United States that year.

« Latin America was the second-largest source region
for women and children trafficked to the United
States in 1997. About 10,000 of the total 100,000
women and children caught in Latin American traf-
ficking rings in 1997 were sent to the United States,
according to US Government estimates.

The former Soviet Union and Eastern Europeis
becoming an important center for trafficking in
women and children. The US Government estimates
that about 175,000 of the women and children from
countries in these regions were caught in trafficking
ringsin 1997. Most—an estimated 120,000—were
sent to Western Europe, with Germany, Italy, and the
Netherlands the most likely destinations. About
4,000 women and children from the former Soviet
Union and Eastern Europe were brought to the
United States.

» Some 150,000 victims from South Asiawere traf-
ficked to buyers elsewhere in the region, in the Mid-
dle East, and in Southeast Asiain 1997.

Traffickers of women and children use a variety of
methods to move their victims across national and
international boundaries. They sometimes operate
through nominally reputable employment agencies,
travel agencies, entertainment companies, or marriage
agencies. Legitimate travel documents are often
obtained and used to cross international borders, after
which the trafficking victims disappear or overstay
their visas. Traffickers, however, also use fraudulent



documents to obtain genuine travel documents or use
altered or counterfeit documents to move the women
and children. Victims caught in these trafficking rings
are most often moved out of their home countries and
regions by commercial airlines. Traffickers typically
move them in small groups, change flights frequently,
and vary their routes in efforts to avoid being caught.

While small trafficking groups with loosely connected
networks and affiliates dominate the global trade in
women and children, the role of large, polycrime
international criminal organizations is becoming an
increasing problem. Because women and children are
seen as a reusable commodity, trafficking in human
beingsis becoming amajor source of income for some
organized crime groups. Profits from this activity are
laundered and fed into other illicit activities, including
narcotics and arms trafficking.

Corrupt officials often facilitate trafficking in the
source, transit, or destination countries. Law enforce-
ment officials in the source countries often ignore the
recruitment process, since they believe that in most
cases the actual coercion takes place at the final desti-
nation.

* In Bulgaria, four senior officials—including two
involved in security or anticrime forces—were fired
in April 1997 because of their links to an organized
crime group involved in procuring women for forced
prostitution, according to Bulgarian press.

* In Thailand, traffickers recruit military and police
force members to serve as escorts for women who
are being trafficked to foreign sex markets.

Trafficking in women and children to the United
States and abroad is likely to continue increasing in
the years ahead given the large profits, relatively low
risk, and rare convictions for traffickers. Lack of visa
and border controls, as well as almost nonexistent
antitrafficking legislation in many source and transit
countries, will only further embolden the traffickers.
Economic hardship, poor employment prospects, and
the low status of females in many source countries
will continue to underpin the problem.

 These concerns are leading to increased interna-
tional countermeasures. In 1998, the G-8 heads of
state, for example, used their communique at Bir-
mingham to call for activities to prevent trafficking,
prosecute the criminals, and protect the victims.

* |n 1998, the United States introduced aresolution on
trafficking in women and children that was adopted
by the UN Crime Commission. The resulting proto-
col on trafficking in persons, cosponsored by the
United States and Argentina, will be attached to the
UN Convention Against Transnational Organized
Crime.

Environmental Crimes

Environmental crimeis one of the most profitable and
fastest growing new areas of international criminal
activity. Growing international environmental con-
cerns have led to the proliferation of multilateral con-
ventions and national laws and regulations to control
pollutants that are health or environmental hazards, to
prevent wanton exploitation of scarce natural
resources, and to protect endangered plant and animal
species. Criminal organizations around the world—
most notably in Italy, Russia, China, and Japan—have
taken advantage of the significantly greater costs for
waste disposal, aswell as the much-increased value of
rare or precious natural resource commodities that are
the subject of tight trade and sale restrictions, to earn
substantial illicit income from circumventing environ-
mental laws and regulations.

» The US Government estimates that local and inter-
national crime syndicates worldwide earn $22-31
billion annually from hazardous waste dumping,
smuggling proscribed hazardous materials, and
exploiting and trafficking protected natural
resources.
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Environmental
Abuse

Individuals Involved

lllegal trade in endangered species and animal parts

Estimated Yearly Dollar Value
or Value per Abuse

$6-10 billion

Birds

Asian, European, Latin
American

$90,000 per lear macaw, $20,000 per Mongolian falcon

Ivory and rhino horn

Asian, African

$30 to $60 per kilogram

Reptiles and insects

Asian, European

$30,000 per komodo dragon, $30,000 per Madagascar plowshare fortoise, $15,000 per
Chinese alligator, $15,000 per colophong beetle, $65,000 per Angolan cheetah python

Tigers

Asian, Chinese triad

$1,300-2,200 per tiger skin and up to $3,300 for bones of an
adult tiger

Wild game

Asian, Chinese triad (Wo
Shing Wo and 14k), African

lllegal fishing

$4-5 billion

Abalone

Asian, Chinese triad

$80 million

Caviar

Russian

$3-4 billion

lllegal logging

$0.5-1 billion

Asian, Latin American

Chinese, ltalian, Turkish

Afghan, Pakistani

Bosnia and Herzegovinan

lllegal trade in precious

minerals

S1-2 billion

Gold

African, Chinese, Russian

$350 million

Amber

Russian

Annual losses from unauthorized mining and sales estimated at

$1 billion

Ozone depleting substances

$1-2 billion

CFCs

Chinese, Latin American,
Russian

Toxic waste dumping

S$1-2 billion

Israelis, ltalians (Ndrangheta
and Camorra), Japanese
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The tremendous costs for legally disposing of pollut-
ants and dangerous chemicals have created new illicit
business opportunitiesfor criminal organizations, who
earn $10-12 billion per year for dumping trash and
hazar dous waste materials. Organized crime groups
are taking increasing advantage of the multibillion-
dollar legal trade in recyclable materials, such as scrap
metals, to comingle or illegally export or dump toxic
wastes. Most of these wastes are shipped in “trash-for-
cash” schemes to countries in Eastern and Central
Europe, Asia, and Africawhere disposal costs and
enforcement of environmental regulations are lower.
The lack of specific legislation governing such crimes
in many countries and poor enforcement or limited
legal penaltiesin many others (often only fines that
areinsignificant in comparison to the millionsin prof-
itsthat can be made from this activity) reduce therisks
for international crime groups involved in dumping
hazardous wastes.

While crime groups in Russia, Japan, and elsewhere
have increasingly moved into illegal waste disposal,
Italian criminal organizations are the most involved
largely because of their successin infiltrating Italy’s
industrial waste disposal sector. They have used their
control over waste-disposal businesses, both legiti-
mate and front companies, to secure contractsin Italy
and elsewhere in Europe and illegally dump wastesto
boost profits.

 About half the 80 million metric tons of waste pro-
duced annually in Italy disappears and is presumed
to beillegally dumped, according to Italian press
sources. In 1997, Italian law enforcement authorities
investigating the role of Italian organized crimein
the illegal export and dumping of hazardous wastes
claimed that criminal groups control most of Italy’s
waste disposal contracts.

Italian authorities claimed in 1997 that 11 million
metric tons of toxic and industrial waste are depos-
ited annually in some 2,000 illegal domestic dump
sitesin local waterways or in the Mediterranean.

In 1997, there were at least 53 Italian crime groups
trafficking and disposing of hazardous waste, which
was shipped to dumpsitesin Albania, Eastern

Europe, and the African west coast, according to
European law enforcement officials cited in the
press.

The lack of inexpensive, adequate, safe disposal
options for radioactive waste is also attracting the
increased involvement of organized crime groups
throughout Europe. In many cases, these groups
appear to be using illicit networks already in place for
smuggling arms, drugs, and other contraband.

 European authorities are investigating illegal dump-
ing of radioactive wastes from Austria, France, and
Germany—all of which have good, but costly, dis-
posal options—and Eastern Europe into the Medi-
terranean and Adriatic Seas by companies
purportedly hired by Italian organized crime groups.
In 1998, an ‘Ndrangheta Italian organized crime
family was being investigated by Italian authorities
for dumping radioactive waste off Italy’s southern
coast, according to press reports.

Criminal groups also smuggle environmentally
harmful products, particularly ozone-depleting chlo-
rofluorocarbons (CFCs) whoselegal tradeis subject to
stringent international restrictions. Theillegal trade of
these substances into the United States and other mar-
kets is accomplished through false |abeling, counter-
feit paperwork, and bogus export corporations.

» The size of the global black market for ozone-
depleting substancesis estimated by the UN to range
from 20,000 to 30,000 metric tons annually, with
more than half entering the United States. Illegal
imports of these substances are far cheaper than
CFCsthat are legally recycled or obtained from lim-
ited existing stocks.

Thestealing and illicit trade of natural resourcesis
also asignificant income generator for criminal orga-
nizations, earning them $5-8 billion per year. Well-
organized criminal groups in Africa, Eastern Europe,
Latin America, China, and Southeast and Southwest
Asiaare heavily involved inillegal logging and trade
of forest timber. Illegal 1ogging threatens bio-diversity
and has contributed to the significant decline in forest
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areas worldwide. Russian and Chinese crime groups
earn substantial income fromillegal fishing. Poaching
not only depletes seafood stocks, but also deprives
seafood industries of legitimate earnings and govern-
ment authorities of import and export revenues.

* Russian crime syndicates are believed to earn as
much as $4 hillion annually from theillegal export
of some 2 million metric tons of seafood, according
to press reports citing Russian law enforcement esti-
mates. The poaching of sturgeon from the northern
Caspian Sea and the sale of crab and other seafood
to Japan make up much of the trade. Japan, in 1997,
imported more than $1 billion worth of fish from
Russia—six times the volume that Moscow says it
exported, according to trade data.

Theillegal trade in animal parts—in particular ele-
phant, whale, and hawksbill turtle parts—and endan-
gered animal species has also become alucrative
business, particularly for Chinese and other Asian
criminal groups. Theillegal tradein exatic birds, ivory
and rhino horn, reptiles and insects, raretigers, and
wild game is estimated to earn criminal groups $6-10
billion per year. In April 1999, waiver of theinterna-
tional ban on the African ivory trade to allow ship-
ments to Japan caused a surge in poaching and
smuggling of African and Asian elephant ivory.

Sanctions Violations

Some states of concern use international criminal net-
worksto help in their efforts to undermine US and
multilateral sanctions aimed at isolating those states
from the global community. Regional and interna-
tional networks of front companies, unethical
businessmen, and crime groups help these regimes
evade trade, military, and financial sanctions by facili-
tating clandestine shipments of embargoed products,
including weapons, and executing financial transfers.

* Inthe 1990s, trade and other sanctions on Serbia and
Montenegro in the former Yugoslavia, Iraqg, Libya,
and Haiti were imposed by Western countries or the
United Nations. In addition to these sanctions, the
United States has maintained financial sanctions, as
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well as extensive trade embargoes, on Cuba, North
Korea, Iran, and several other countries.

Iraq, which unlike the other states of concernis cur-
rently under comprehensive trade sanctions, has used
traditional means for smuggling contraband to earn
substantial illicit export revenue that Baghdad uses to
fund procurement of embargoed goods. Much of
Iraq’'s smuggling-derived income comes from Bagh-
dad’sillicit exports of gasoil through Iran’sterritorial
waters and across its land borders. Barges, small tank-
ers, cargo ships, and dhows are used by the Iragis for
maritime smuggling of gasoil exports.

In most cases, states of concern make use of legitimate
and illicit businessinfrastructures to circumvent sanc-
tions. Much of this activity takes place in countries
with a high volume of commercial trade, including
legal commerce with the regime, that could mask sur-
reptitious dealings. In some cases, organized crime
groups have played a significant role in attempts to
circumvent trade sanctions. Most notably in the
former Yugoslavia, local crime groups have flourished
by stepping in to arrange clandestine shipments of
embargoed goods and to provide covert financing.

[llicit Technology Transfersand Smuggling of
Materials for Weapons of M ass Destruction

Several countries—including Iran, Irag, Libya, Paki-
stan, and North Korea—have relied on networks of
independent brokers and front companies to acquire
controlled technology and circumvent US and interna-
tional efforts to prevent them from devel oping weap-
ons of mass destruction. The threat posed by
continuing indications that states of concern and ter-
rorist groups areintent on acquiring nuclear, chemical,
or biological weapons increases the likelihood that
international criminal networks may be used to smug-
gle the materials needed for their production.

There is no confirmed reporting that organized crimi-
nal groups have planned or attempted to steal nuclear
warheads or weapons-usable nuclear material



(uranium with greater than 90-percent uranium-235
concentration and plutonium). Known thefts of weap-
ons-usable nuclear material have primarily been com-
mitted by opportunists with insider knowledge of the
facility storing nuclear material but without buyers
identified prior to the theft.

 To date, there have been atotal of 14 confirmed sei-
zures totaling 15.3 kilograms of weapons-usable
uranium at various enrichments and 368.8 grams of
plutonium—far less than what is necessary for a
nuclear weapon.

Arms Trafficking

Illicit gray- and black-market arms sales became an
increasing problem during the 1990s and pose an
array of threatsto US national security and foreign
policy interests. The end of the Cold War and the
winding down of several regiona conflicts, such as
those in Lebanon and Central America, increased the
availability of both newly produced and used weap-
ons. The itemstypically sold on theillegal arms mar-
ket include spare parts for large weapons systems,
particularly for clients under UN embargoes or sanc-
tioned by the original seller; small arms, including
assault rifles, and man-portable antitank and antiair-
craft weapons,; and ammunition for both small arms
and larger artillery and armor systems. In some cases,
however, larger military systems also are sold.

» The US Government estimates that military equip-
ment worth several hundred million dollarsis sold
annually on theillegal arms market to countries
under UN arms embargoes. |nsurgents, terrorists,
and organized criminal groups acquire smaller quan-
tities of small arms and other light infantry weapons
on theillegal arms market.

Most illegal arms sales are through the gray arms
mar ket, which has been dominated by individual bro-
kers—and their arms brokering firms—during the past
decade. Gray-market arms transfers exploit legitimate
export licensing processes, usually by using false
paperwork to disguise the recipient, the military
nature of the goods involved, or—more rarely—the
supplier. Obtaining licenses, however fraudulent,
allows gray-market playersto make deals appear legit-
imate, helping them to arrange payment and interna-
tional transportation for transactions that can be
valued at millions of dollars and involve hundreds of
tons of weapons.

* |n some cases, however, largeillegal arms shipments
arranged by gray arms brokers will be smuggled as
contraband. Illicit arms sold or transferred to com-
batants in Afghanistan and the former republics of
Yugoslaviawere often provided by foreign suppliers
donating and transporting tens of millions of dollars
worth of weapons disguised as “humanitarian aid.”

The end of the Cold War has made the bl oated defense
industry and large inventory of weaponsin Russiaand
other former Warsaw Pact countries an easy mark for
gray-market brokers. Since 1992, for example, com-
batantsin civil conflictsin Afghanistan and the repub-
lics of the former Yugoslavia have purchased dozens
of complete helicopters and fighter aircraft from gray
arms suppliers. Brokers also acquire military equip-
ment from US and other Western suppliers.

Black-market armstransfersdo not go through an
export licensing process. Rather, smugglers rely
exclusively on hiding contraband arms from govern-
ment officials. Black-market transfers usually involve
smaller quantities of weapons, often pilfered from

32



military stocks or gunshops. Thetheft andillegal sales
of weapons and other military stocks has become a
significant problem in Russia.

Organized crime groups have become increasingly
involved in arms trafficking since the end of the Cold
War, taking advantage of both the availability of large
numbers of infantry weapons from the former Soviet
Bloc countries and regional conflicts.

* Inthe midst of conflictsin the former Yugoslavia,
Italian and Russian criminal organizations have been
buying and selling military-style arms on the black
market, and criminal groups operating in the region
areincreasingly well armed.

Threatsto US Security Interests

Illicit arms sales help fud conflicts and undermine US
political and military efforts to promote stability in
several regions of theworld. Theillegal armstrade has
helped arm combatants in the former Yugoslavia and
Africa. Countries under UN or other international
arms embargoes in which the United States partici-
pates are mgjor clientsin theillicit arms market. Pur-
chases by insurgents and factionsin civil war increase
therisk to US military personnel and law enforcement
officers operating in hostile environments overseas.

Insurgents and extremists acquire some small arms
and ammunition to augment their own inventories of
weapons. Although terrorist groups frequently try to
obtain weapons on their own, their greatest source of
conventional military weapons continues to be state
sponsors like Iran and Libya.

Drug traffickers and organized criminal groups have
increasingly turned to theillicit arms market in the
1990s. In addition to smuggling weapons via

the black market, these organizations have used
gray-market acquisitions of military weapons to
strengthen their ability to defend their operations from
government forces and rival organizations.
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Trafficking in Precious Gems

The lucrative market for diamonds, gold, and other
precious gems has attracted the interest of organized
crime groups as well as become the dominant source
of revenue for warlords and insurgent groups in war-
torn diamond-rich areas in Africa. Diamond brokers
traditionally have given little scrutiny to the source of
rough diamonds they purchase for the global industry
in precious gems and jewelry. Trafficking in dia-
monds, gold, and other precious gems has not gener-
ally undercut the profits of legitimate mining
industries, but has deprived national governments of
significant export-related revenues.

 Nearly three-quarters of the world’s rough dia-
monds—valued at about $5.2 billion on the open
market—are mined in Africa, according to 1998
industry estimates. Of the total 1998 diamond pro-
duction in Africa, 13 percent was mined informally,
mostly by insurgent groups.

Russian, Chinese, Italian, and African criminal groups
areinvolved in theillegal trade of precious minerals
and gems. Russian crime groups are believed to have
infiltrated the legitimate diamond and gold industries
in Russiato smuggle precious gems out of the country.
They use an array of front companiesto conceal and
facilitate smuggling operations. Payoffsto local
authorities allow them to avoid customs duties and
other tariffs, increasing their profit potential when
they sell these precious gems at market value to indus-
try brokers.

* Russian crime groupsillegally extract and sell 300
metric tons of amber worth an estimated $1 billion
each year, according to 1998 press reports.
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 Criminal syndicates operating in South Africastole
20 metric tons of gold and diamonds valued at $350
million in 1996, according to press reports citing
South African police.

* |n Southeast Asia, smuggling of precious gems was
amajor source of revenue for the Khmer Rouge
insurgency in Cambodia and remains a secondary
source of income for drug-trafficking insurgent
armies based in Burma.

In recent years, trafficking in diamonds by insurgent
groups in Africato finance their wars in the face of
regional and international efforts and embargoes to
end the fighting has become a significant problem.
The UNITA insurgent group in Angola, rebel militias
in the Democratic Republic of the Congo (DROC),
and the Revolutionary United Front (RUF) in Sierra
Leone exploit the lucrative diamond mines located in
areas they control to raise revenue for arms purchases
and other operational expenses. The RUF's principal
supporter—neighboring Liberia—also profits from
theillicit diamond trade in Sierra Leone.

The sale of diamonds for arms and other supplies by
insurgent groups in Africa has stymied regional and
international peace efforts and kept the fighting at
high levels, resulting in significant casuaties and dis-
placement of civilian populations. Insurgents’ control
of most of their countries’ diamond mines has also
deprived the governments of substantial revenues.

« According to an industry estimate, the value of
rough-cut diamonds trafficked by UNITA rebelsin
1998 was about $300 million, as compared to earn-
ings of about $230 million for producing minesin
areas controlled by the Angolan Government. Since
the government offensive in late 1999, however, the
loss of diamond mines and international sanctions
have curtailed UNITA's diamond production in
1999-2000 to about $100 million.

» The same industry source indicates that rough-cut
diamonds from source-areas partly controlled by
insurgent groups in DROC were valued at about
$338 million in 1998.

Most of the diamond trade in Sierra Leone, earning
about $45 million annually, is controlled by the RUF
insurgents.
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Growing international concern about the ability of
African insurgent groups noted for their atrocities
against civilians to finance their operations through
the trafficking in rough-cut diamonds has led to move-
ments for international certification regimes, although
much work remains to be done.

Piracy

Maritime piracy, which is particularly prevalent off
the coasts of Southeast Asiaand Africa, threatens the
security of some of the world’'s most important sea
lanes as well as the safe and orderly flow of interna-
tional maritime commerce. Piracy raises insurance
rates, restricts free trade, increases tensions between
the affected littoral states, their neighbors, and the
countries whose flagged ships are attacked or
hijacked. This criminal activity also has the potential
to cause enormous damage to the sea and shorelines
when ships carrying environmentally hazardous car-
goes are targeted. Pirates endanger navigation by leav-
ing vessels, including fully laden tankers, under way
and not in command, increasing the risk of collision or
grounding.

« According to data made avail able by the US Coast
Guard, direct financial losses incurred as a result of
high-seas piracy are estimated at about $450 million
per year.

Reported incidents of maritime piracy have more than
doubled since 1994, according to data from the Inter-
national Maritime Bureau (IMB) Piracy Reporting
Center based in Malaysia, averaging between 200 and
300 per year over the last five years as compared to an
average of less than 100 piracy incidents between
1990 and 1994. These figures, however, understate the
extent of the problem because most piracy attacks go
unreported. In particular, incidents involving coastal
fishermen and recreational boaters are heavily under-
reported.

* In 1999, there were 285 attacks on ships at sea, at
anchor, or in port, according to the I nternational



Maritime Bureau’'s Piracy Reporting Center. Piracy
attacks increased by 25 percent from 1998 to 1999,
with 408 crewmembers taken hostage in ship board-
ings.

Most acts of maritime piracy take place in poorly
patrolled straits and coastal waterways, where pirates
are able to strike quickly with little warning. Piracy is
asignificant problem (asit has been for centuries)
along the coasts of Indonesia, Malaysia, Thailand, and
the Philippines, where numerous maritime choke-
points channel large numbers of merchant ships into
coastal waters where they are most vulnerable to
attack. The west coast of Africa, off Nigeriaand Sene-
gal, and Somalia’s east coast are the most piracy-
prone areasin Africa. In East Africa, the ports of
Mombasa, Kenya, and Dar es Salaam, Tanzania, are
plagued by pirate attacks against berthed or anchored
ships. While alarge number of piracy attacks are tar-
gets of opportunity, local press reporting indicates that
in some cases ships are specifically targeted for their
cargo and the sale of their goodsis prearranged on the
black market.

« Of thetotal piracy incidents reported for 1999, eight
ships were hijacked, mostly in the waters off South-
east Asiaand Somalia

* Pirate groups generally appear to operate indepen-
dently, but some may be linked to more traditional
organized crime groups.

The growing sophistication and increasing violence of
piracy isamajor concern to the maritime industry and
to governments, particularly in Asiawhere piracy is
having greater impact on maritime commerce. There
are increasing incidents of maritime pirates coordinat-
ing multiship attacks and attempting to disguise their
vessels. They often appear to be familiar with ship-
ping schedules, plotting their attacks and hijackings of
cargo accordingly. In some cases, pirates target only
local shipping lines, which may own only one or two
vessels, rather than ships from larger shipping compa-
nies. In addition, many of the pirate ships are increas-
ingly well-armed and inclined to use force when
seizing targeted vessels. From 1995 to 1998, the

number of crewmembers assaulted, injured, or killed
increased each year, according to datafrom the Inter-
national Maritime Bureau in Malaysia.

Nondrug Contraband Smuggling

Nondrug contraband smuggling across international
borders—including illegal import and export of |egiti-
mate goods such as alcohol, cigarettes, textiles, and
manufactured products—is a highly profitable crimi-
nal activity that typically carries lighter criminal pen-
aties than narcotics trafficking. The evasion of tariffs
and taxes on commodities can reap sizableillicit prof-
itsfor criminal organizations or companies engaged in
illegal trade—often at the expense of US companies—
both by saving tax payments and by undercutting the
market price of legitimate sales. The trafficking of
contraband across international bordersis prevaent in
countries with large volumes of commercial trade,
which helps minimize therisk of law enforcement
detection and high import duties.

« High profits and lighter penalties in contraband
smuggling have attracted criminal organizations
from Asia, the former Soviet Union, the Middle
East, and Central and South America.

Consumer demand for contraband—particularly
tobacco and alcohol products and expensive items
such as luxury automobiles—is especially highin
countries where high-import tariffs and excise taxes
add significantly to the price of legitimate sales. Inter-
national contraband smuggling rings cater to consum-
ers seeking to acquire luxury items cheaply by
avoiding customs duties and other taxes. Revenue
losses caused by the trafficking and black-market sale
of contraband commodities can be significant.

* Russia, China, and countries of the former Yugosla
viaare among those with the highest tariffs on lux-
ury imports, making them prime markets for
contraband smuggling.
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» Colombian drug traffickers often useillicit drug pro-
ceeds to purchase cigarettes that they smuggle into
Colombiafor black-market sales, avoiding high tar-
iffs and taxes on legal tobacco imports, according to
the US Bureau of Alcohol, Tobacco, and Firearms.

Cigarette smuggling into European Union countries
cost them $3.7 billion in 1999, according to an EU
study. The Scandinavian countries have also suf-
fered major revenue losses because of trafficking
and black-market sales of tobacco and alcohol by
crime groups, primarily from the former Soviet Bloc
and former Yugoslavia, that circumvent their import,
excise, and value-added taxes.

Illegal imports and exports are a particular problem
for the United States, whichisconsidered by criminals
with international connectionsto be both a major mar-
ket and source for contraband as well as atransit ave-
nuefor international contraband smuggling. Criminals
involved in smuggling contraband rely on the volume
of export trade in the United States to conceal their
illicit activities.

» US Customs data indicate more than 1.3 million
people, 341,000 vehicles, and more than 45,000
trucks and containers enter the United States daily.
The Customs Service is able to physically examine
only about 3 percent of all goods crossing US bor-
ders each day. Five years from now, US Customs
will be able to inspect only 1 percent of all goods
entering the United Statesif resource levelsremain
unchanged.

Contraband, such as firearms, alcohol, or cigarettes,
is frequently concealed in shipping containers or
packaging for seemingly legitimate goods.

In addition, the United States is frequently atransit
country for merchandise being shipped to another for-
eign destination. Routing contraband through a transit
country helpsto conceal the true country of origin on
merchandise that is controlled or restricted by the
importing country.

Most contraband smuggling is facilitated by physical

concealment of theillicit goods or by afraudulent
misrepresentation of facts. False invoicing, over or
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under valuation of goods, and transfer price mecha-
nisms are frequently used to misrepresent the value of
smuggled goods; undervaluation of goods allows con-
traband traffickers to avoid tariffs or excise taxes,
while overvaluation is used either to disguise the true
identity of the item or to launder illicitly derived pro-
ceeds.

Contraband Smuggling I nto the United States
The volume of contraband commercia goods entering
the United States skews the marketplace for some
manufacturing, retail, and even high-tech industries by
providing consumers with less expensive substitutes
for legitimate products, hindering the competitiveness
of US businesses. Moreover, many contraband
imports are substandar d products—such as tainted
foods, substandard automotive parts, or dangerous
imitation pharmaceutical drugs—that may threaten
public health and safety.

The uncontrolled movement and disposal of hazard-
ous wastes and material into and within the United
States may cause harm to public safety and the eco-
system. The black market for chloroflourocarbons
(CFCs), which deplete ozone from the atmosphere, in
the United States and Europeis an extremdly lucrative
illicit business for international criminals. Russia,
China, Mexico, and India are major sources of the
approximately 10,000 to 20,000 metric tons of CFCs
that US Customs has reported are smuggled into the
United States each year. |n addition to undermining
international progress toward eliminating the use of
ozone-depleting substances, the illegal CFC trade
evades the high cost of US excise taxes on legally
imported CFCs and takes business awvay from US
companies devel oping ozone-safe chemicals and the
equipment that uses them.

 Brokersin Mexico can purchase freon, much of it
legally imported from China, for less than $2 per
kilogram and sell itin Los Angelesfor 10 times as
much, according to US Customs officials.



* Industry estimatesin 1998 indicated that smugglers
of ozone-depl eting substances earn as much as $600
million annually from sales to buyersin Europe and
North Americaand deprive the US Government of
some $150 million in excise tax revenues each year.

The United States is most often the destination of
illicit trade in protected wildlife and rare plants,
although both the United States and Canada are also
raided to obtain exotic plants and animals. Trafficking
in exotic species threatens bio-diversity and could
expose unsuspecting Americans to deadly diseases.

Contraband Smuggling Out of the United States
Illegal exports of contraband leaving the United States
are asignificant problem, with criminal networks
engaged in this activity taking advantage of US fed-
eral and state |aws as well as the border control focus
on the smuggling of drugs, illegal immigrants, and
other contraband into the United States. Commaodities
smuggled out of the United States are often items
restricted for export by US law and involve munitions
list items, firearms, and defense-related technologies
tightly controlled for export by the US Government.
Other items frequently smuggled out of the United
States include stolen automobiles, dual-use items, and
other goods that are difficult to obtain.

* lllegal trafficking in US-origin firear ms has
become a security issue of concern for many foreign
governments. Foreign law enforcement agencies
continue to uncover US-manufactured firearms
owned by narcoticstraffickers, insurgents, terrorists,
and organized crime groups. Several foreign govern-
ments are pressing the US Government to stem the
international flow of weapons from the United
States. The US Customs Service seized nearly $4.6
million in arms and ammunition at US ports-of-
entry and exit in 1999.

Theillegal smuggling and trafficking of US-manufac-
tured cigarettes and alcohol by worldwide criminal
networks results in major losses of legitimate state
revenues in Europe, Russia, Asia, and the Western
Hemisphere. Some alcohol and tobacco contraband
are legally exported but stolen in transit—often at an
intermediate stop—or after they legally entered the
destination country for black-market sales. Some US
cigarette manufacturers sell directly to known smug-
glers. If US taxes on cigarettes rise over the next sev-

eral years, international crime syndicates may expand
smuggling operations into the United States to cir-
cumvent import taxes.

Contraband smuggling groups with worldwide net-
works are meeting a growing demand for stolen vehi-
clesfrom the United States, aswell as Western Europe
and Japan. Luxury and sports utility vehiclesarein
particular high demand by criminals because of their
high international black-market values and low proba-
bility of being detected by law enforcement in over-
seas markets. The annual global contraband trade in
stolen vehiclesis estimated at $10-15 billion.

* In 1997 the FBI Uniform Crime Report estimated
that 1.4-1.6 million automobiles are stolen annually
in the United States, of which 200,000 valued at
approximately $20,000 each areillegally transported
out of the country—making the overseas black mar-
ket for stolen US vehicles worth about $4 hillion.
Fewer than 1 percent of US stolen vehicles smug-
gled overseas are repatriated.

 European law enforcement agencies report that
300,000 vehicles worth some $5 billion are acquired
by car theft rings annually in the European Union
countries.

The demand for stolen luxury carsis especially high
in Russia and China, where import tariffs average
more than 100 percent for most types of luxury vehi-
cles, according to data from the US Commerce
Department and industry sources. According to esti-
mates by the National Insurance Crime Bureau, stolen
vehicles sold in Europe fetch three to four times their
US market value.

Crime syndicates from China, Russia, Eastern Europe,
and Mexico dominate much of the world trade in sto-
len cars. Russian and Asian crime groups rely on
members or associates in the United States, who often
collaborate with local theft gangsin UScities, to steal
vehicles and arrange for transport overseas. Both Rus-
sian and Asian criminal groups cooperate with Mexi-
can smuggling rings that appear to be responsible for
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moving stolen vehicles across the US-Mexican border
for re-export to Russia and China, according to insur-
ance industry and press sources. Automobile smug-
gling syndicates export most of the vehicles stolen in
the United States in maritime shipping containers
either directly from US seaports, or after driving the
vehicles into Mexico. Most vehicles stolen in Western
Europe, on the other hand, are smply driven to Russia
or other destinations.

* International car theft rings run by Russian, Asian,
and other crime groups appear to be increasingly
organized and professional in their operations,
according to US Customs reporting. Their opera-
tions include altering vehicle identification numbers
so the stolen vehicles cannot be traced. Many coun-
tries in which these vehicles are sold lack the techni-
cal expertise to detect such tampering.

Trafficking stolen vehicles also helps crime groups
facilitate other international criminal activities. Stolen
vehicles, for example, sometimes are used to conceal
and transport narcotics or other smuggled contraband.

Intellectual Property Rights (IPR) Violations

Most intellectual property rights (IPR) crimes affect-
ing US businesses involve the theft of trade secrets
and copyright, trademark, and patent violations. Crim-
inal violations of intellectual property rights—particu-
larly the sale of counterfeit or illegally manufactured
products—distort international trade, undermine the
legitimate marketplace, and cause extensive revenue
losses to legitimate industries. The explosion of digiti-
zation and the Internet have further enabled IPR viola-
torsto easily copy and illegally distribute trade
secrets, trademarks, and logos.

US businesses are particularly vulnerable and espe-
cialy hard hit by counterfeiting and other forms of
copyright, trademark, and patent infringement
because the United States |eads the world in the cre-
ation and export of intellectual property—primarily in
motion pictures, computer software, sound recording,
and book publishing. These industries contributed
more than $270 billion to the US economy in 1996, or
approximately 3.65 percent of GDP, according to

International Intellectual Property Association esti-
mates. Copyright industry products have surpassed
agricultural products as the single-largest export sec-
tor in the US economy, and America's three largest
software companies are now worth more than the
steel, automotive, aerospace, chemical, and plastics
industries combined.

Counterfeit or illegally manufactured products com-
pete with, and often displace, legitimate sales. US
businesses increasingly arelosing legitimate sales due
to the manufacture and distribution of illegal products
that violate intellectual property rights. Many of these
illegal products are exported to the United States, but
most are circulated in markets abroad in direct compe-
tition with the legitimate products of USfirms. In
some countries, illicit products saturate the domestic
market so completely that it isimpossible for owners
of intellectual property copyrights and trademarks to
establish legitimate manufacturing or distribution
interests.

US businesses experience significant profit and mar-
ket loss due to the theft of trade secrets. Foreign
companies seek to steal US trade secrets—particularly
theft of sensitive information pertaining to research
and devel opment, production processes, and corporate
strategies—to erode US companies’ overseas market
competitiveness and technological |eadership. By so
doing, they also try to outmaneuver or underbid US
companies, hoping to tilt the playing field in their
favor. The American Society for Industrial Security,
which conducts a comprehensive survey of Fortune
500 companies, estimated in 2000 that potential
known losses to all American industry resulting from
the theft of proprietary information amounted to $45
billion.

Copyright violations primarily involve theillicit

production and sale of computer software, recorded
music, and videos. The International Intellectual
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US Customs Intellectual Property Rights (IPR) Seizures, 1995-99
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Property Alliance estimated that, in 1998, trade losses
suffered by US-based industries due to copyright vio-
lations totaled nearly $12.4 billion, with losses to the
motion picture industry of $1.7 billion, the sound
recording and music publishing industry at $1.7 bil-
lion, the business software industry at nearly $4.6 bil-
lion, the entertainment software industry at $3.4
billion, and the book publishing industry at $685 mil-
lion. In 1996, law enforcement raids around the world
resulted in the seizure of nearly 5.1 million unautho-
rized copies of motion picture videocassettes, accord-
ing to the Motion Picture Association; also seized
were more than 25,000 VCRs with an estimated pro-
duction capacity of almost 33 million pirate videos per
year.

« Globally, onein every three compact discs (CDs)
sold is a counterfeit copy, according to an estimate
published in 1998. Data provided by the Interna-
tional Federation of the Phonographic Industry indi-
cate that, in 1999, worldwide sales of pirated sound
recordings totaled more than $4 billion.

 Thesituation is as bad for computer software.
According to current estimates by the Busi ness Soft-
ware Alliance, stolen software coststhe industry $12
billion globally and topped $59 billion during the
last five years. The average global piracy rate for
software is 38 percent of total sales, with aUS rate
of about 25 percent. In 1997, Global Software
Piracy Report estimated that 225 of the 523 new
business software applications sold worldwide in
1996 were pirated copies.

Trademark violations include the counterfeiting of
certain products and trademark goods. According to
current estimates by the International Chamber of
Commerce (ICC), counterfeit trademarked products
account for approximately 8 percent of world trade—
roughly $200 billion annually. A recent survey of 10
leading apparel and footwear companies by the Inter-
national Trademark Association indicated annual
losses of nearly $2 billion. Online counterfeit sales
may exceed $25 billion annually worldwide, accord-
ing to ICC estimates.

In 1999, US Customs seized arecord $98.5 millionin
counterfeit imported merchandise, an increase of $22

million during the previous year. Record media—
including audiocassettes, videocassettes, and CDs—
computer parts, sunglasses, and clothing were the
commodities most commonly seized.

Patent violations involve the illegal manufacture of
products using production processes, designs, or
materialsthat are protected by patents giving the
holder the right to exclude others from making, using,
or selling an invention for a specified period of time.
The 1995 Agreement on Trade-Related Aspects of
Intellectual Property Rights (TRIPS) requires that
members of the World Trade Organization protect
most inventions for a period of 20 years and that their
domestic laws permit effective action against patent
infringement.

 The Pharmaceutical Research and Manufacturers
Association estimates that the pharmaceutical indus-
try loses more than $2 billion annually due to coun-
terfeit medications sold on the open market. US
nongeneric pharmaceutical sales totaled $110.8 bil-
lion worldwide in 1997; estimated sales for 1998
were $124.6 billion.

Besides significant business losses, |PR crime costs
the US Government tax revenue and reduces potential
jobs available to US citizens. The International Anti-
Counterfeiting Coalition (IACC) estimated in 1998
that product and software counterfeiting costs the
United States more than $200 hillion per year in lost
sales, jobs, and tax revenues. The US Customs Service
has estimated that foreign counterfeiting of US prod-
ucts has caused the loss of 750,000 jobs in the United
States.

IPR crimes threaten consumer interestsin the United
States and elsewhere when counterfeit products are
reproduced using bogus or inferior materials and poor
quality controlsthat can affect public safety and
health. Since 1990, US authorities have identified or
seized nonconforming parts in US-produced automo-
biles and commercial airplanes and substandard mate-
rials used in household products and consumables
such as infant formula and pharmaceuticals.
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» The World Health Organization estimated in 1997
that at least 7 percent of the medicines sold world-
wide are counterfeit products. US authorities have
confiscated misbranded and counterfeit pharmaceu-
ticals, including birth control pillsand AIDS, heart,
diabetes, cancer, and diet medications.

Global Dimensions

IPR violations are a global phenomenon. Most coun-
tries have brought |aws protecting intellectua prop-
erty rights up to international standards, but few are
devoting the political or budgetary support necessary
to enforcethelaws. Intellectual property violationsare
flourishing because of ineffective laws, weak enforce-
ment, inadequate resources devoted to investigations
and prosecutions, corrupt government officials, and
uninformed or inadequately trained law enforcement
officers. In many of the countries that are mgjor IPR
violators, the government turns ablind eye to the
activity in the interest of boosting itsindustries' com-
petitiveness in the international marketplace.

« East and Southeast Asiaare primary regions of PR
violations that cause significant lossesto US busi-
nesses. China and Hong Kong harbor major duplica-
tors of Western toys and clothing, while firmsin
Malaysia, Singapore, and Taiwan copy US audio,
video, and software products. According to the US
Customs Service, 56 percent of US IPR seizures
(mostly music CDs, computer software packages,
and movies) in the first half of 1999 were from
Chinaand Taiwan.

* |n Eastern Europe, Ukraine has emerged as the |ead-
ing producer of illegal optical disc pirated products,
exporting pirated CDs for distribution throughout
the world. Most of the NIS in the former Soviet
Union areimproving IPR lawsfor their admission to
the World Trade Organization, but implementation
and enforcement are uncertain.

* Israel’s substantive laws remain deficient under the
1995 TRIPS Agreement, and it remains a key distri-
bution hub in aregional network for pirated optical
media products that extends into Russiaand Eastern
Europe.

« Latin Americaisthe third-largest market for illegal
duplication of CDs, videos, and cassettes, according
to the International Intellectual Property Alliance.
Illegal production of these productsis centered in
Brazil and Argentina, whose governments have
toughened their IPR laws but nonetheless are resist-
ing further PR improvements. Paraguay continues
to be aregional center for pirated goods, especialy
optical media, and serves as a transshipment point
for large volumes of 1PR-infringing products from
Asiato the larger markets bordering Paraguay, par-
ticularly Brazil.

Although many IPR crimes are committed by ostensi-
bly legitimate foreign manufacturing, business, and
import/export enterprises to enhance their competi-
tiveness, criminal organizations are becoming com-
mon playersin all stages of IPR crime, from
manufacture to distribution. Product piracy and coun-
terfeiting are attractive to criminal organizations
because of the absence of strong criminal counterfeit-
ing laws and the potential for large profitsin the coun-
terfeit goods market. Moreover, some criminal and
terrorist organizations use the proceeds from produc-
ing and selling counterfeit brand name consumer
goods to fund other types of criminal activity, both in
the United States and elsewhere.

 In New York City, ethnic Chinese crime syndicates
are increasingly counterfeiting consumer products
as a source of tax-freeincome. The Vietnamese
gang “Born to Kill” reportedly relies on the sale of
counterfeit Rolex and Cartier watches to fund gang
activities. The group’s founder has claimed earnings
exceeding $35 million from counterfeit product
sales.



* In 1995, law enforcement officialsin Los Angeles
discovered several Chinese criminal groups—
including the Wah Ching, the Big Circle Boys, and
the Four Seas triad—engaged in counterfeiting
floppy discs and CD-ROMs. Asset seizures totaled
more than $17 million in illicit products and manu-
facturing equipment, plastic explosives, TNT, and
firearms.

* Past press reporting indicated that the Provisiona
Irish Republican Army funded some of its terrorist
activities through the sale of counterfeit perfumes,
veterinary products, home videos, computer soft-
ware, and pharmaceuticals.

Foreign Economic Espionage

The stealing of trade secrets from the US Government
and from US businesses through economic espionage,
in addition to industrial theft, isagrowing threat to US
global economic competitiveness. These activities are
typically carried out by foreign governments, intelli-
gence agencies, or industriesto illicitly acquire sensi-
tive or restricted information related to critical
technologies, trade, finance, or corporate strategy. The
United States has enacted the Economic Espionage
Act of 1996 to criminalize both state-sponsored and
commercial theft of trade secrets, but few other coun-
tries have similar laws. Indeed, collecting “business
intelligence” —including by means considered foreign
economic espionage—is a commonly accepted busi-
ness practice in many countries.

« Foreign companies and governments routinely take
advantage of technological advancesin global com-
munications, such as the Internet and digital com-
munications, that have increased opportunities for

industrial theft and the ease of information transfers.

 The potential lossesto all US industry resulting
from economic espionage were estimated to be
about $300 hillion, according to a 2000 estimate by
the American Society for Industrial Security, which
conducts a comprehensive survey of industrial theft.
Thisfigure isthree times what it was afew years

ago.

Some foreign governments engage in economic espio-
nage to acquire US trade secrets involving sophisti-
cated technol ogies with potential military applications
or to help enhance the global competitiveness of their
commercial industries. Economic espionage support-
ing commercial industriesis directed against corpo-
rate strategies, marketing plans, or bidding strategies
of USbusinesses or US Government positionsin bilat-
eral or multilateral trade negotiations.

Foreign Corrupt Business Practices

Foreign corrupt business practices cost US firms bil-
lions of dollars each year in lost contracts. While the
United States banned bribery of foreign government
officials more than 20 years ago with the Foreign Cor-
rupt Practices Act, other industrialized countries con-
tinue to permit overseas bribery, and some still allow
tax deductions for such payments. However, bribery
of government officialsis against the law in virtualy
every country where it might occur.

Foreign firms often use bribes to help win interna-
tional contracts. About half of the known bribesin the
last five years were for defense contracts, with the
other offers directed at major purchases by govern-
ments 